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1. Executive Summary

This report documents the practical exploitation of twelve web application vulnerabilities completed on
PortSwigger's Web Security Academy. Each lab was solved individually using Burp Suite Community Edition
(including the JWT Editor extension) for request interception and manipulation, supplemented by command-line
tools (cURL, Git, Python, Hashcat, Docker, sig2n) on a Kali Linux virtual machine.

A05:2021 - Security Misconfiguration
A04:2021 - Insecure Design
A02:2021 - Cryptographic Failures

The following labs were completed:

Information disclosure in error messages — Solved (Security Misconfiguration)
Information disclosure on debug page — Solved (Security Misconfiguration)
Source code disclosure via backup files — Solved (Security Misconfiguration)
Authentication bypass via information disclosure — Solved (Insecure Design)

Information disclosure in version control history — Solved, Practitioner level (Cryptographic Failures /
Security Misconfiguration)

JWT authentication bypass via unverified signature — Solved (Cryptographic Failures)

JWT authentication bypass via flawed signature verification — Solved (Cryptographic Failures)

JWT authentication bypass via weak signing key — Solved (Cryptographic Failures)

JWT authentication bypass via jwk header injection — Solved, Practitioner level (Cryptographic Failures)

JWT authentication bypass via kid header path traversal — Solved, Practitioner level (Cryptographic
Failures)

JWT authentication bypass via algorithm confusion — Solved, Expert level (Cryptographic Failures)

JWT authentication bypass via algorithm confusion with no exposed key — Solved, Expert level
(Cryptographic Failures)

All twelve labs were completed successfully. Each is mapped below to its OWASP category, exploitation

methodology, business impact, and recommended remediation.
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2. Methodology & Environment

2.1 Testing Environment

Platform

PortSwigger Web Security Academy (portswigger.net/web-security)

Proxy Tool

Burp Suite Community Edition v2024.9.4 / v2026.7

Key Extension

JWT Editor (installed via Burp BApp Store)

Operating System

Kali Linux (VM)

Command-line Tools

CURL, Git, git-dumper, Python (PyJWT), Hashcat, Docker

Browser

Burp's embedded Chromium / Firefox

Scope

Each lab runs on an isolated, disposable cloud instance provisioned per session

2.2 General Approach

For each lab, the following methodology was applied:

e Read the lab's stated objective and identify what constitutes a successful solve.

e Passively browse the target application through Burp Suite's proxy to populate the Site map and HTTP

history.

e |dentify the vulnerable endpoint, parameter, header, or token structure through manual testing, fuzzing,

or targeted requests.

e Use Burp Repeater, the JWT Editor extension, cURL, or Git/Python tooling to exploit the flaw and extract
the required evidence.

e Submit the solution through the lab's built-in "Submit solution" form, or perform the required privileged
action (e.g. deleting a target user), and capture the platform's "Solved" confirmation as proof.
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3. Lab 1 — Information Disclosure in Error Messages

OWASP Category A05:2021 - Security Misconfiguration

Lab Level Apprentice

Objective Discover the exact version of a framework used by the application
Result Solved — Apache Struts 2.3.31 identified

3.1 Vulnerability Description

The application did not handle invalid input gracefully. Supplying a non-numeric value to a parameter expecting

an integer caused an unhandled server-side exception, and the resulting error page returned a full stack trace

directly to the client instead of a generic error message. This is a classic security misconfiguration: verbose

debugging/error output should never be exposed in a production environment.

3.2 Steps to Reproduce

Navigated to a product page with a URL of the form: /product?productid=1
Modified the productld parameter to a non-numeric value ("abc") directly in the browser address bar.

The server threw an unhandled java.lang.NumberFormatException and returned the full internal stack
trace.

Read through the stack trace and located the disclosed framework name and version at the bottom of
the output: Apache Struts 2 2.3.31.

Returned to the lab description, clicked "Submit solution", and entered the version number 2.3.31.

3.3 Commands / Actions Used

No terminal commands were required for this lab — the flaw was triggered purely by editing the URL parameter

directly in the browser address bar:

https://<lab-id>.web-security-academy.net/product?productId=abc

3.4 Evidence
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Figure 1.1 — Stack trace disclosing Apache Struts 2.3.31 after supplying a non-numeric productld

WEbSECU_‘I'Tt}' Information disclosure in emor messages G B
—_— f 4
Congratulations, you solved the lab! Share your akillsl 3 [  Condnueleaming

S Diadiversd o Vo Door
5x.08

Figure 1.2 — Lab marked as Solved after submitting the disclosed version number

3.5 Impact

Disclosing the exact framework and version allows an attacker to fingerprint the technology stack precisely and
cross-reference it against public vulnerability databases (CVE/NVD). Apache Struts 2.3.31, for example, is
affected by several publicly known remote code execution vulnerabilities. This turns a minor input-validation
bug into a reconnaissance foothold for a much more serious attack chain.

3.6 Remediation
e Disable detailed/debug error output in production (e.g., devMode=false in Struts configuration).
® Serve generic, user-friendly error pages that reveal no internal implementation details.
e Validate and sanitize all user input server-side before it reaches business logic.
o Keep all frameworks patched and monitor for CVEs relevant to the exact version in use.
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4. Lab 2 — Information Disclosure on Debug Page

OWASP Category A05:2021 - Security Misconfiguration
Lab Level Apprentice
. .. Obtain and submit the SECRET_KEY environment variable exposed via a debug
Objective
page
Result Solved — SECRET_KEY extracted from phpinfo.php

4.1 Vulnerability Description

The application shipped with a leftover debugging endpoint (/cgi-bin/phpinfo.php) that dumps the full PHP
environment, including all server and process environment variables. This endpoint was reachable directly and
was never removed before the application went live — a textbook security misconfiguration.

4.2 Steps to Reproduce

® Browsed the application's home page through Burp Suite's proxy so all requests were logged to the Site
map.

e Located the /cgi-bin/phpinfo.php endpoint in Burp's Target > Site map.

e Sent the request for /cgi-bin/phpinfo.php to Burp Repeater and issued the request.

® Reviewed the returned PHP environment table and located the row labelled SECRET_KEY, together with
its value.

e Submitted the SECRET_KEY value on the lab page to solve the lab.

4.3 Commands / Actions Used

Request replayed through Burp Repeater (right-click = Send to Repeater — Send):

GET /cgi-bin/phpinfo.php HTTP/1.1
Host: <lab-id>.web-security-academy.net

Equivalent command-line verification used to cross-check connectivity when the Repeater response initially
failed to render:

lcurl --httpl.1 -k https://<lab-id>.web-security-academy.net/cgi-bin/phpinfo.php \

The --http1.1 flag forces the older HTTP/1.1 protocol instead of HTTP/2, avoiding a stream-negotiation error
("Stream failed to close correctly") that was encountered with this specific Burp build. The -k flag ignores the
lab's self-signed-style certificate warning so the request completes.

4.4 Evidence
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Figure 2.1 — Lab description confirming the objective: retrieve the SECRET_KEY environment variable
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Figure 2.3 — PHP environment dump showing the SECRET_KEY variable and value
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Figure 2.4 — Lab marked as Solved after submitting the SECRET_KEY

4.5 Impact

Debug/diagnostic pages left accessible in production can expose highly sensitive internal data — secrets, session
information, environment configuration, internal file paths, and installed software versions. An attacker who
obtains an application secret key may be able to forge signed tokens, decrypt session data, or pivot to other
parts of the application that trust that key.

4.6 Remediation

e Remove all debugging/diagnostic scripts (phpinfo.php and similar) before deploying to production.
® Restrict any necessary diagnostic endpoints to internal networks only, behind authentication.

e Store secrets in a dedicated secrets manager rather than plain environment variables reachable by the
web process.

e Regularly scan production deployments for leftover development/debug artifacts.
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5. Lab 3 — Source Code Disclosure via Backup Files

OWASP Category A05:2021 - Security Misconfiguration

Lab Level Apprentice

Objective Obtain a'nd use a hard-coded database password found in an exposed backup
source file

Result Solved — Backup file exposed application source code and credentials

5.1 Vulnerability Description

A backup copy of a Java source file (ProductTemplate.java.bak) was left in a publicly accessible /backup directory
with directory listing enabled. Because .bak files are typically not processed as executable code by the web
server, requesting them directly returns the raw source code, exposing internal implementation details and, in
this case, a hard-coded database connection string with plaintext credentials.

5.2 Steps to Reproduce

e Navigated directly to /backup on the target application.
e Directory listing was enabled, revealing a single file: ProductTemplate.java.bak.

e Requested /backup/ProductTemplate.java.bak directly, which returned the raw Java source rather than
executing it.

e Reviewed the source code and located a hard-coded PostgreSQL connection string, including a plaintext
password embedded in the ConnectionBuilder call.

® Used the exposed database password to complete the lab's required action.

5.3 Commands / Actions Used

Direct browser navigation was sufficient; the equivalent request is:

GET /backup HTTP/1.1
Host: <lab-id>.web-security-academy.net

GET /backup/ProductTemplate.java.bak HTTP/1.1
Host: <lab-id>.web-security-academy.net

5.4 Evidence

Index of /backup

Mame Slew
Ersductlemplie imabak 1478
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Figure 3.1 — Directory listing of /backup exposing ProductTemplate.java.bak
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Figure 3.3 — Lab marked as Solved after using the disclosed credential

5.5 Impact

Exposed source code reveals not only credentials but also internal class structure, database schema hints, and
business logic that should never be visible externally. A leaked database password can lead directly to
unauthorized data access, data exfiltration, or destructive actions against the backing database.

5.6 Remediation

e Never store backup, temporary, or editor swap files (.bak, .old, .swp, ~) inside a web-accessible
directory.

e Disable directory listing on all web-facing directories.

e Never hard-code credentials in source code; use environment-based secrets or a secrets manager.
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® Rotate any credential immediately if it is found to have been exposed.
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6. Lab 4 — Authentication Bypass via Information Disclosure

OWASP Category A04:2021 - Insecure Design

Lab Level Apprentice

Objective Bypass admin authentication and delete the user "carlos"
Result Solved — Admin panel accessed and target user deleted

6.1 Vulnerability Description

The application trusted a client-supplied HTTP header (X-Custom-IP-Authorization) to determine whether a
request originated from an internal/trusted IP address, and granted access to the /admin panel accordingly. This
is an insecure design flaw: authorization decisions were made based on a value the client fully controls, rather
than a value the server can independently verify.

The existence and exact name of this trusted header was itself discovered through an information-disclosure
technique: sending an HTTP TRACE request causes the server to echo back all request headers, including internal
ones the application relies on but that are not normally visible to the client.

6.2 Steps to Reproduce
e Sent a TRACE request to the application root and examined the echoed headers in the response,
revealing the existence of an X-Custom-IP-Authorization header used internally for trust decisions.

e Configured a Burp Suite "Match and Replace" rule (Proxy > Match and replace) to automatically insert
the header X-Custom-IP-Authorization: 127.0.0.1 into every outgoing request.

e Verified the rule was working correctly using the built-in "Test" preview.

e Navigated to /admin through Burp's proxy with the rule active; the admin panel loaded successfully,
displaying the full user list.

e Clicked Delete next to the user "carlos" to complete the lab's required action.

6.3 Commands / Actions Used

Match and Replace rule configured in Burp Suite (Proxy > Match and replace > Add):

Type: Request header
Match: (blank — adds a new header)
Replace: X-Custom-IP-Authorization: 127.0.0.1

Resulting request sent to the admin endpoint (header auto-injected by the rule above):

GET /admin HTTP/1.1
Host: <lab-id>.web-security-academy.net
X-Custom-IP-Authorization: 127.0.0.1

6.4 Evidence
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Figure 4.2 — Lab marked as Solved after deleting user "carlos"

6.5 Impact

Any client can trivially set an arbitrary HTTP header on their own requests, so trusting a client-supplied header
for an authorization decision completely bypasses authentication. An attacker can gain full administrative access
without any valid credentials, leading to account takeover, data manipulation, or destructive actions.

6.6 Remediation

e Never make authorization or trust decisions based on client-controllable headers.

e Determine the true origin of a connection using the server's own network layer, not headers a client can
forge.

e [f IP allow-listing is required behind a proxy, strip any client-supplied version of the trusted header at the
edge.

® Apply proper server-side authentication and role-based access control to all admin functionality.
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7. Lab 5 — Information Disclosure in Version Control History (Practitioner)

OWASP Category A02:2021 - Cryptographic Failures / A05:2021 - Security Misconfiguration

Lab Level Practitioner

Recover a removed administrator password from exposed Git commit history and

Obiecti ) -
bjective log in as administrator

Result Solved — Administrator password recovered from Git history, login successful

7.1 Vulnerability Description

The application's .git directory — its full version-control history — was left publicly accessible on the live web
server. While the current, live version of the config file no longer contained a plaintext password, a much earlier
commit did. Because Git retains every historical version of every tracked file, deleting a secret from the latest
commit does not remove it from history. This is both a misconfiguration (the .git folder should never be
deployed to a public web root) and a cryptographic/secrets-handling failure — a credential was committed to
source control, and "removing" it did not revoke it.

7.2 Steps to Reproduce
e Confirmed the .git directory was exposed by requesting its HEAD file directly, which returned a valid Git
reference instead of a 404.

e Mirrored the exposed repository to local disk using wget in recursive mode, reconstructing the .git
folder structure locally.

® Repaired a corrupted ref file caused by the crawler saving an HTML page in place of a real Git ref.

e Ran git log to list the full commit history and identified a commit titled "Remove admin password from
config".

® Ran git show against the parent commit to view the version of admin.conf that still contained the
password in plaintext.

e Used the recovered password to log in to /login as the administrator account and complete the lab.

7.3 Commands / Actions Used

Verify the .git directory is exposed:

curl -k https://<lab-id>.web-security-academy.net/.git/HEAD
# Response: ref: refs/heads/master -> confirms a real, exposed Git repository

Mirror the exposed repository to local disk:

wget -r https://<lab-id>.web-security-academy.net/.git/

Inspect the full commit history once the local mirror is valid:

cd <lab-id>.web-security-academy.net
git log --all --oneline

Show the exact change introduced by a specific commit:
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lgit show <commit-hash>

From the recovered diff, the previous line of admin.conf read:

-ADMIN PASSWORD=env ('ADMIN PASSWORD')
+ADMIN PASSWORD=z7ub67yrygpmwkqgr3lhx

The value z7ub67yrygpmwkqr3lhx is the plaintext administrator password that had been committed to the
repository before later being replaced with an environment-variable reference — but the original value

remained permanently recoverable from history.

7.4 Evidence
WebSecurity Information disclosure in version controd history @ [rerp——
Academy [+

Home | My acoourt

Faguewne, Fun Food Fgcassonst HON 00 GOt Wik
Bah 04,19 .50

2 E T 4 i

Figure 5.1 — Lab home page before exploitation (Not solved)
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rabya(@kaliz ~/Desktoplab/0aib00b504baB12a81b1025f00BE80068 . web-security-academy.net/.c

File Actions Edit View Help

Author: Carlos Mor fa <car arlos-montoya.net>
R Tue Jun 23 1&4:05:07 2028 +0000

Remove admin password from config

Author: Carlos Mont ar }car -montoya.net>
] Mon Jun 22 1 2 2920 +0000
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-academy.net/.git
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d@le931fb

diff --git afadmin.conf b/admin.conf
index 21d23f1..4f20515 100644

— afadmin.conf

+=+ bfadmin.conf

~/Desktop/lab/0a3bdeb504baB12a81b1025F 00880068 . web-security
-academy.net/.git

Figure 5.2 — git show output revealing the removed ADMIN_PASSWORD value in admin.conf

X Information disclosure in version control histo Mot
WEIJSECUFIT_Y nformation di ure in version control history | rp——

de"ﬁ'r

Login

BdmEnEEn

Figure 5.3 — Logging in as administrator using the password recovered from Git history
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Figure 5.4 — Lab marked as Solved after logging in as administrator and deleting the target user

7.5 Impact

Exposing version-control metadata on a live server gives an attacker the application's entire development
history, not just its current state. Sensitive values that developers believed were removed remain permanently
retrievable. In this case, the vulnerability directly led to full administrative account compromise.

7.6 Remediation

e Never deploy the .git directory (or any VCS metadata) to a publicly accessible web root.

e Treat any secret ever committed to version control as permanently compromised — rotate it
immediately.

® Use pre-commit hooks or automated secret-scanning tools (e.g., gitleaks, truffleHog).

e Store all secrets in a dedicated secrets manager, never in source control.
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8. Lab 6 — JWT Authentication Bypass via Unverified Signature

OWASP Category A02:2021 - Cryptographic Failures

Lab Level Apprentice

Objective !T/Iodlfy"the JWT session token to gain access to the admin panel and delete user
carlos

Result Solved — Server accepted a JWT with the signature stripped

8.1 Vulnerability Description

The application used JSON Web Tokens (JWTs) to manage user sessions but did not verify the token's signature
on the server side. A JWT consists of three baseé64url-encoded segments — header, payload, and signature —
separated by dots. Because the server never validated the signature segment, its value (or absence) had no
bearing on whether the token was accepted, meaning any client could freely modify the payload (for example,
changing the username claim) without needing to know any cryptographic secret.

8.2 Steps to Reproduce
e |Installed the JWT Editor extension in Burp Suite via Extensions > BApp Store to enable structured
viewing and editing of JWTs.

e Logged in as the standard user "wiener" and captured the resulting session cookie (a JWT) in Burp's
HTTP history.

e Sent the /my-account request to Burp Repeater and opened the JSON Web Token tab to view the
decoded header and payload.

e Edited the payload's "sub" claim from "wiener" to "administrator".

e Removed the signature segment of the token while retaining the trailing dot that separates payload
from signature, producing a syntactically valid but unsigned token.

e Sent the modified request to /admin using the tampered cookie; the server accepted the token without
verifying it and returned the administrator's user-management panel.

e Sent a follow-up request to /admin/delete?username=carlos using the same tampered cookie, which
the server processed as an authenticated administrator action.

8.3 Commands / Actions Used

Original (legitimately signed) token obtained after logging in as wiener, viewed in Burp Repeater's JSON Web
Token tab. Payload edited using the built-in editor:

Header (unchanged): {"kid": "...", "alg": "RS256"}
Payload (edited): {"iss": "portswigger", "exp": 1784617601, "sub": "administrator"}

Resulting cookie sent to the server, with the signature segment deleted but the trailing separator dot kept in
place:

Cookie: session=<header>.<payload>.

Final privileged request issued once the forged cookie was accepted:
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GET /admin/delete?username=carlos HTTP/1.1
Host: <lab-id>.web-security-academy.net
Cookie: session=<forged unsigned token>

8.4 Evidence
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Figure 6.1 — JWT Editor decoding the session cookie; payload edited to set "sub": "administrator"
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Figure 6.2 — Forged request to /admin using the tampered, unsigned token
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Figure 6.3 — "Congratulations, you solved the lab!" confirmation with the user successfully deleted

8.5 Impact

Failing to verify a JWT's signature completely defeats the purpose of using a signed token in the first place.
Signatures exist to guarantee that a token's claims have not been tampered with since issuance; without
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verification, an attacker can forge any claim — including the identity or role of the user — and the server has no
way to distinguish a forged token from a legitimate one. This directly leads to full authentication and
authorization bypass.

8.6 Remediation
e Always verify a JWT's signature on every request, using a well-maintained JWT library rather than
manual parsing.
® Reject any token whose signature does not verify, regardless of the claims it contains.

e Do not implement custom JWT parsing/validation logic; rely on audited libraries that enforce verification
by default.

e Apply automated tests that specifically attempt to submit unsigned or signature-stripped tokens to
catch regressions.
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9. Lab 7 — JWT Authentication Bypass via Flawed Signature Verification

OWASP Category A02:2021 - Cryptographic Failures

Lab Level Apprentice

Objective Exploit the server's acceptance of the "none" algorithm to forge an administrator
token

Result Solved — Server accepted a token with alg set to "none" and an empty signature

9.1 Vulnerability Description

This application did perform some signature verification, but its JWT library honoured the "alg" field declared
inside the token's own header to decide which verification method to use. The JWT specification defines a
legitimate but dangerous algorithm value, "none", intended for cases where a token's integrity is guaranteed by
other means. Because the library trusted the client-supplied "alg" value rather than enforcing a fixed, server-

side allow-listed algorithm, an attacker could simply declare "alg": "none" and omit the signature entirely, and
the server would skip verification altogether.

9.2 Steps to Reproduce

Captured the session JWT for user "wiener" and opened it in Burp Repeater's JSON Web Token tab.
Edited the payload's "sub" claim to "administrator".

Edited the token header, changing "alg": "RS256" to "alg": "none".

An initial attempt using the previous technique (stripped signature, RS256 header retained) returned
401 Unauthorized, confirming this server does perform some verification and the earlier unverified-
signature technique does not apply here.

® Removed the signature segment entirely, including the trailing separator dot, producing a two-part
token (header.payload) with alg set to none.

e Sent the request to /admin using the tampered cookie; the server accepted the token and returned the
administrator panel.

e |Issued the delete action against the target user, and the response confirmed "User deleted
successfully!" followed by "Congratulations, you solved the lab!"

9.3 Commands / Actions Used
Header modified in Burp's JWT Editor tab:

Before: {"kid": "...", "alg": "RS256"}
After: {"kid": "...", "alg": "none"}

Resulting forged cookie, with the signature segment removed entirely (no trailing dot, since "none" tokens are
only two parts):

Cookie: session=<header-with-alg-none-base64>.<payload-with-sub-administrator-base64>

9.4 Evidence

Page 26 of 64




OWASP Top 10 Lab Report — Security Misconfiguration | Insecure Design | Cryptographic Failures

Burp Suite Community Edition v2024.9.4 - Temporary Project

Bup ntruder View telp JWT authenticatio
Dashboard  Target Py Immder  Repeater  Colabortor  Sequencer  Decoder  Comparer  Logger {3 Settings

Organizer  Extensions e MWTEditor ¢ ®

Project Repeater

e ot

=2 e &m0 MebSecurity 20T aunenteaen bypass viafaed G v |5
Academ!

Inspector "I ®X g
Request lab description
Pretty  Raw  Hex  JSONW Selection nown A g
T GeT Jadnin HITP/LL H
2 host net Selectedtext g
o A4Y2M3ZaUiLCIh ey Jpc3Mi0i Jwb3J0c3dpZz2dl cilsInVacCl i E
bei 0L ISUZTING 5. ey peai 0L 5 E Home | My account | Log out
WHSWiCRVAT] 01421 bavy 10VVoc_uyFoyabCielre-cls ®
wahyL o _OLoRo6LSf 32K
atc T3g500 TSz arovs z | My Account
yVxYbInt pBeC3aN] B Rieeodng v g
! xEzpnzrliL N7acinzyy | [HESESEEY RLercodng OBk .
VR rKx_uLomy7SrHELTr J650dv " ‘our username is: wiener
A :(:Z““‘“ e L ISR ey IpC3Hi 03 3wb320c3dpZ2dl i TsTnvAcCT
£ ecept-Language! an-Us enia=0.9 e D s e Your email is: wiener@normal-user.net
© Upgrade-Insecure-Requests: 1 Y
[ IGIE) ch 2| onighlights. Email
Decodedfrom:  Basess v °Xo)
Response ortsvigger”, "exp" 117846176
Prety  Raw  Hex  Render w biinitrete

1 HITP/1.1 401 Unauthoriz

ed
2 Content-Type: text/htal; charset-utf-8 el Apply changes Update emai
XCFrane-Options: SAMEORIGIN

e = e s
stylesheet> it et >
L] Ohighlights | pequest bodyparameters o v

2,884 bytes| 306 millis

Figure 9.1 — Initial 401 Unauthorized response confirming the server performs signature verification

Burp Suite Community Edition v2024.9.4 - Temporary Project

Burp Project

Intruder
Dasboard  Target  Prog  truder _ Repeater  Collbortor  Sequencer  Decoder  Comparer  Logger () Settings

Repeater View Help

Orgonizer  Bdtensions  Leam  JWTEditor
ik == + b

- o o MebSecurity ISP 1 @l

Academy (%]
B | nspector “D e x o pACadem
Request bl lal ript
Prety  Row  Hex  SONWebToken QO "= setecion w50 A | F
G Jadrin o1 H
2 Host: 0a6c000704b2188a807549300048002¢ . web-security-academy.net Selectedtext 2
3 Cookie: session= -
3 " ) —_
BECAOLISLETLILS <y ot A4Y2MSZnUiLCInbGei 0L Home | My account | Log out
WHSACaVAL] 03021 LbnVyIn0. axy} GKKIKnbOCZLVWWoC_uyFoyaDCelre-cls | | Jub2SLIng3d 2
DaRLATL Tock SGnXYus W FAS3sSnAE BSEERRTQOTP vty OLoRoG,SFSak
z | My Account
34X1 2
wjqxEzpmzrl1Lt 17JCInzN} RO - encodng v ® e
RPThLTAIK Shon 7T GG ORI e — Your username is: wiener
4 Cache-Control: m: e=0 FRCERAE.
S| Recept-Lanpuage: <n-Us,anq=0.9 ATHVINIOAT Aoy MYaRERRULLCIRbGci o) Your email is: wiener@normal-user.net
= Ungrade-Insecure-Requests: 1
I IGIDIES 5 onighighs
Decodedfroms  Baseos v o) Bl
Response 57643-d170-425a-a¢ f6- 650
Pretty  Raw  Hex  Render e v +"alg":"hone"}

HTTP/1.1 401 Unauthoriz

ed
Content-Type: text/htal; charset=utf-8 Cancel Apply changes Update email
XcFrane ptions: SMEORIGIN

s
4 Connection
A Requestatributes B
8l s protocel (EREN P2
5 ahtal>
5 <1--LAB_HEAD,_START--> Name Value s
10 head>
1 Qink href= Method Ger >
Jresources abheader/css/acadenyLablcader. cos rel=
et Path Jadmin >
12 SN hreto/resources/css/abs.css relmstyleshects
13 wtle ) Requestqueryparameters o v
@ &(€)[3) [sen £ Obighlights | gequest body parameters: o v

2,884 bytes 306 il

Figure 9.2 — JWT header edited to set "alg": "none"

Burp Suite Community Edition v2024.9.4- Temporary Project
Bup Project Itruder  Repeater View  Help

Dssbbowrd  Torget  Proy  nuder  Repeater  Colabortor  Sequencer  Decoder  Comparer  Logger 3 Setings
Organizer  Extensions  Leam  MTEditor e.web-security

B3 G5 5 3 + o

= — ; JWT authentication bypass via flawed
E=Be < s = o Web SECU”W signature verification G sove
Academy %]

SEE | nspector “E @ X

Request. = Back to lab descriptic
Pretty  Raw  Hex *=@ Requestattributes 2 ~ i
T GeT /adnin HITP/LL y -
L e et | Protocol (RN T2 g
3 cnuku session= B - 1
jnavasziion | o — “ongratulati you solved the lab! Continue learning >4
bG()O)JubZS\Inv 3d eyJwaN:O:Jubamzadpzzd\n[slmw:cledemxo o i e
0gxHOC3Vi 1] 03 YHRE aiSpC3RY YXRYCAS. Method cer > @
4 o
S Accept-Language: en- us enia 0.9 Path ) 2 [F=i Home | My account | Log out
© Upgrade-Insecure-Rea g
S edrhant Horiiia/s.0 (Nindows NT 10.0; Wined; x64 e —
AppleWebKit /537.36 (KHTML, like Gecko) Chrome/130.0.6723.70 g
Safari/s37.36 My Account
& Accept: Requestbody parameters 0o v
text/htal, application/xhtal +xal , application/xsl ;4=0.9, inage/avif Your username is: wiener
Request cookies D -
@ &([3) [searcn 2] obighights Your email is: wiener@normal-user.net
Requestheaders 7~
Response
Pretty  Raw  Hex W = | Responseheaders 5 v

</section>

</header>
<header class="notification-header*> Update email

</header>
<section>

User deleted successfully!

<
E pite
Users

</hi>

Sdive
@@ [¢)[3) [soe 51 onighights
Dore Gassbytes|306milis
Eventloa(32)®  Allissues O Mer 1.0M8

9.5 Impact

Figure 9.3 — "User deleted successfully!" and "Congratulations, you solved the lab!" confirmation
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Trusting the algorithm declared inside a token's own header is a well-known JWT anti-pattern. Because the
header is fully attacker-controlled, allowing it to select "none" (or, in related attacks, to switch a server from
asymmetric to symmetric verification) hands the attacker complete control over authentication. This is
functionally identical in impact to Lab 6, but arises from a different, more subtle implementation flaw — the
library correctly refused a stripped-signature RS256 token, but incorrectly honoured an attacker-declared
"none" algorithm.

9.6 Remediation
e Never honour an "alg" value taken from the token itself; the server must enforce a single, fixed,
expected algorithm independent of client input.
e Explicitly reject the "none" algorithm in all JWT verification configurations.

e Use a JWT library configuration that requires the caller to specify the expected algorithm(s) up front,
rather than one that auto-detects the algorithm from the token.

e Include "alg: none" and algorithm-substitution attempts in automated security regression tests.
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10. Lab 8 — JWT Authentication Bypass via Weak Signing Key

OWASP Category A02:2021 - Cryptographic Failures

Lab Level Apprentice

Brute-force the server's weak HS256 signing secret and forge a valid administrator

Objective token

Result Solved — Secret key recovered ("secret1"); forged administrator token accepted

9.1 Vulnerability Description

Unlike Lab 6, this application did verify JWT signatures — but it used the symmetric H5256 algorithm with a
short, low-entropy, dictionary-guessable secret key. Because H5256 uses the same secret to both sign and verify
tokens, recovering that secret through an offline brute-force attack allows an attacker to forge arbitrarily-signed
tokens that the server will accept as fully legitimate.

9.2 Steps to Reproduce

e Captured a legitimately-issued JWT for the standard user "wiener" from Burp's HTTP history.

e Attempted to crack the token's HMAC secret offline using Hashcat (mode 16500, JWT) against a known
wordlist of common JWT secrets; this failed due to a GPU/OpenCL memory allocation limitation on the
test VM.

e Obtained a suitable wordlist of common JWT secrets by cloning the public "jwt-secrets" repository.

e Switched to a pure-Python brute-force approach using the PyJWT library, iterating over every candidate
secret in the wordlist and attempting to verify the captured token's signature with each one.

e The script successfully identified the correct secret.

e Added a new symmetric key in Burp's JWT Editor Keys tab, set its value to the recovered secret, edited
the token payload's "sub" claim to "administrator", and used JWT Editor's "Sign" function to produce a
validly-signed forged token.

e Sent arequest to /admin/delete?username=carlos using the newly-forged and correctly-signed
administrator token, which the server accepted.

9.3 Commands / Actions Used

Initial GPU-based attempt (failed due to VM memory constraints):

hashcat -a 0 -m 16500 "<jwt>" jwt.secrets.list \

Wordlist retrieval (PortSwigger's official list returned 404; used the community-maintained wallarm list instead):

wget https://raw.githubusercontent.com/PortSwigger/JIWT-secrets-list/main/
jwt.secrets. list
# -> 404 Not Found

git clone https://github.com/wallarm/jwt-secrets.git

Pure-Python brute-force of the HMAC secret using PyJWT (CPU-only, avoids GPU memory limits):
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python3 -c "
import jwt
token = '<captured JWT>'
with open('jwt-secrets/jwt.secrets.list') as f:
for line in f:
secret = line.strip()

try:
jwt.decode(token, secret, algorithms=['HS256'])
print('FOUND SECRET:', secret)
break
except Exception:
continue

# Output: FOUND SECRET: secretl
Final privileged request issued using a token re-signed with the recovered secret and an edited "sub":

"administrator" claim:

GET /admin/delete?username=carlos HTTP/1.1
Host: <lab-id>.web-security-academy.net
Cookie: session=<token signed with recovered secret "secretl">

9.4 Evidence
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§} File Actions Edit View Help

.com/PortSwigger/JWT-secrets-list/main/
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i ithubuserco

ting response ... 404 Not Found
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Requirement already isfied: pyJ in fusr/lib/python
)

Figure 7.1 — Initial wordlist retrieval attempt and PyJWT installation check
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Figure 7.3 — Final request to /admin/delete ?username=carlos using the correctly re-signed administrator token

9.5 Impact

A weak, guessable, or dictionary-based signing secret provides no real protection: signature verification only
stops an attacker who cannot produce a valid signature, and a brute-forceable secret means any attacker with
modest compute time can produce one. This is functionally equivalent to having no signature verification at all,
and directly enables full authentication bypass and privilege escalation.

9.6 Remediation

e Use along, high-entropy, randomly generated signing secret (at minimum 256 bits of entropy for H5256)
rather than a short or dictionary word.
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Prefer asymmetric algorithms (e.g., RS256) for tokens that must be verified by multiple parties, so the
signing key never needs to be shared.

Rotate signing keys periodically and immediately upon any suspected compromise.

Rate-limit or monitor for repeated failed verification attempts, which may indicate an offline or online
brute-force attack in progress.
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11. Lab 9 — JWT Authentication Bypass via jwk Header Injection

OWASP Category A02:2021 - Cryptographic Failures

Lab Level Practitioner

Sign a forged token with a self-generated key and get the server to trust it via an

Objective embedded jwk header

Solved — Server verified the forged token against an attacker-supplied embedded

e public key

11.1 Vulnerability Description

The JWT specification allows a token's header to optionally embed the public key needed to verify it, via the
"jwk" (JSON Web Key) parameter. This application's verification logic used whatever key was embedded in the
incoming token's own "jwk" header, rather than a fixed, pre-configured trusted key. This means an attacker can
generate their own RSA key pair, sign a forged token with the private half, embed the matching public half
directly in the token's jwk header, and the server will "successfully” verify the token — because it is only
checking the token against a key the attacker also controls.

11.2 Steps to Reproduce

Captured a legitimate session token and opened it in Burp's JSON Web Token tab.
Generated a new RSA key pair inside Burp's JWT Editor Keys tab.

Edited the token's payload to set "sub": "administrator".

Used JWT Editor's "Attack" menu, selecting the embedded-JWK signing option, which automatically
embeds the new key pair's public key into the token header's "jwk" field and signs the token with the
corresponding private key.

e Exported the resulting key set and staged it on Burp's built-in Exploit Server to host a reachable public
key document, then crafted and sent the forged request to /admin.

e The server accepted the forged, self-signed token and granted administrator access; a follow-up request
to /admin/delete?username=carlos succeeded, and the response confirmed "Congratulations, you
solved the lab!"

11.3 Commands / Actions Used

RSA key pair generated in Burp JWT Editor Keys tab; token re-signed using Attack > Embedded JWK, producing a
header of the form:

"kid": "<generated-key-id>",
"jwk": { "kty": "RSA", "e": "AQAB", "kid": "...", "n": "<attacker public modulus>" },
"alg": "RS256"

}

Final privileged request issued using the self-signed, JWK-embedded token:
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GET /admin/delete?username=carlos HTTP/1.1
Host: <lab-id>.web-security-academy.net
Cookie: session=<token signed with attacker's own key, jwk embedded in header>

11.4 Evidence
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Figure 11.1 — Captured session token opened in Burp's JSON Web Token tab
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Figure 11.3 — Self-generated RSA key pair in Burp's JWT Editor Keys tab, with public JWK exported
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Figure 11.5 — Final delete request succeeds (302 Found); "Congratulations, you solved the lab!"

11.5 Impact

Trusting a key embedded in the token being verified is a critical logic error: it allows the party presenting the
token to also supply the key used to check it, which defeats the entire purpose of asymmetric signing. Any
attacker can generate their own key pair, sign anything they like, and have the server treat it as fully authentic.
This grants complete authentication and authorization bypass.

11.6 Remediation
e Never use a key embedded in the token itself (jwk or jku headers) to verify that same token; always
verify against a fixed, server-controlled key store.

e If jwk/jku support is required for legitimate reasons, maintain an explicit allow-list of trusted key sources
and reject any token referencing an untrusted source.

® Pin the expected key ID(s) server-side rather than trusting a key ID supplied in the token.
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12. Lab 10 — JWT Authentication Bypass via kid Header Path Traversal

OWASP Category A02:2021 - Cryptographic Failures

Lab Level Practitioner

Objective Abuse the !(Id header to point signature verification at a predictable, attacker-
controlled file

Result Solved — Server verified a forged token against a known, predictable local file

used as an HMAC key

12.1 Vulnerability Description

The JWT "kid" (Key ID) header tells the server which key to use when verifying a token, typically by looking up an
ID in a key database. This application instead used the kid value as a file path on disk to load key material
directly. Because the kid value is fully attacker-controlled and was not sanitised, a path-traversal payload could
redirect the server to read an arbitrary, predictable local file (such as /dev/null) as the verification key. Since the
content of a well-known file such as /dev/null is always empty and therefore predictable, an attacker can sign
their own token using that same known value as the HMAC secret, and the server's verification will succeed.

12.2 Steps to Reproduce

e Captured a legitimate session token and opened it in Burp's JSON Web Token tab.

e Edited the token header's "kid" field to a path-traversal payload targeting a predictable, empty file, and
changed "alg" to "HS256" so the kid value would be (mis)used as a symmetric key.

e Edited the payload's "sub" claim to "administrator".

e Added a new symmetric key in JWT Editor Keys with its value set to match the known (empty) content of
the target file, and used it to sign the tampered token.

e Sent the forged request to /admin/delete?username=carlos; the server resolved the kid path, used the
resulting empty key material for verification, accepted the forged signature, and processed the
privileged action.

e The response confirmed a 302 redirect to /admin and "Congratulations, you solved the lab!"

12.3 Commands / Actions Used

Header modified in Burp's JWT Editor tab (illustrative path-traversal kid payload):
{

"kid": "../../../../../../dev/null",
"alg": "HS256"

}

Symmetric key registered in JWT Editor Keys with an empty value (matching /dev/null), used to sign the forged
token, then sent as the final privileged request:

GET /admin/delete?username=carlos HTTP/1.1
Host: <lab-id>.web-security-academy.net
Cookie: session=<token with traversal kid, signed with empty key>
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12.4 Evidence
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Figure 12.2 — Final delete request succeeds (302 Found to /admin); "Congratulations, you solved the lab!"

12.5 Impact

Using unsanitised user-controllable input to construct a file-system path is a path-traversal vulnerability in its
own right; combining it with JWT key resolution turns it into a full authentication bypass, since the attacker can
force the server to "verify" a token against a file whose content the attacker already knows in advance. This class
of bug is particularly dangerous because it can be exploited even when the rest of the JWT implementation
follows textbook-correct signature verification practices.

12.6 Remediation

e Never use client-supplied input (including the kid header) directly as, or as part of, a file-system path.

e Resolve kid values only against a fixed, server-side allow-list or key database, never a live file-system
lookup driven by token content.
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e Apply strict input validation/allow-listing to any header value used in downstream lookups, and reject

unexpected characters (e.g., /", "..").
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13. Lab 11 — JWT Authentication Bypass via Algorithm Confusion

OWASP Category A02:2021 - Cryptographic Failures

Lab Level Expert

Exploit RSA/HMAC algorithm confusion to forge a validly-signed token without the

Objective o
server's private key

Solved — Server's exposed RSA public key was reused as an HMAC secret to forge

Result a trusted token

13.1 Vulnerability Description

This application was configured to accept a JWT signed with either the R$256 (asymmetric) or H5256
(symmetric) algorithm, deciding which verification method to use based on the token's own "alg" header — the
same root anti-pattern as Lab 7, but exploited differently. Because the server's RSA public key was published (via
a /jwks.json endpoint), an attacker can take that public key, treat its raw bytes as if they were an HMAC secret,
and sign a forged HS256 token with it. The server, told by the attacker-controlled "alg" header to use HS256,
verifies the token using its own RSA public key as an HMAC secret — which the attacker also possesses — so the
forged signature is accepted as valid.

13.2 Steps to Reproduce
e Retrieved the application's public JWKS document, containing its RSA public key, and decoded it in
Burp's Decoder to obtain the PEM-formatted public and PKCS1 keys.

e Aninitial attempt using a naively-derived HMAC key returned 401 Unauthorized, confirming the exact
byte encoding of the public key modulus matters.

e Used PortSwigger's sig2n Docker tool, supplying two legitimately-issued tokens, to correctly derive the
exact HMAC key bytes corresponding to the server's RSA public key and produce a validly-"signed"
forged token with "sub": "administrator" and "alg": "HS256".

e Sent the sig2n-generated token to the application; the server accepted it, and the response confirmed
"Congratulations, you solved the lab!"

13.3 Commands / Actions Used

Retrieved and decoded the server's public key material (Burp Decoder, Base64):

GET /jwks.json HTTP/1.1
Host: <lab-id>.web-security-academy.net
# Response contains the RSA public key modulus (n) and exponent (e)

sig2n Docker tool used to derive the correct HMAC key from the RSA public key and forge a validly-signed HS5256
token from two captured RS256 tokens:

sudo docker run --rm -it portswigger/sig2n <tokenl> <token2>

# OQutput includes: 'Found n with multiplier 8', a base64-encoded x509/PKCS1 key,

# and a fully forged, correctly-signed 'Tampered JIWT'

Forged token sent as the final privileged request:
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GET /admin HTTP/2

Host: <lab-id>.web-security-academy.net
Cookie: session=<sig2n-generated tampered JWT>

13.4 Evidence
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Figure 13.1 — Initial forged-token attempt returns 401 Unauthorized
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Figure 13.2 — Server's RSA public key decoded to PEM (public and PKCS1) format via Burp Decoder

Page 41 of 64




OWASP Top 10 Lab Report — Security Misconfiguration | Insecure Design | Cryptographic Failures

rabya@kali:

File Actions Edit View Help

Found n with multiplier 8&:

Q;ﬂ N'| FHHF.. phdnh UE@1®
: FpRCLdHd1FzM19GMHZ oWwd

MFREeSTWWLFX
MZmtRaWR@Ss

Burp Suite Community Edition v2024.9.4 - Temporary Project

P

JWT authentication bypass via
=3 <v der HTTPR LAB | Notsolved |/
@ i © eb Securlty algorithm confusion
— - ) — «D = o x o ACademy/<]
Request &8
Pty _Raw_ Hex  JSONWebToken W = Selecon 6029 ~ |
1 ez 3
070553502 38037551200270075,web-scurity-acadeny.net | | Seecedien 2
o Loz gt coh | Congratulations, you solved the labi o
b 3 3dp2z2dl ciIsIr e | accoul
2 R Sy RL S MR EoonBLs VT chAPkr NS ®
Recuestatributes vz
i WE LIKE TO —

2
Request query parameters o v
Request body parameters o

1

: BLOG —

Requestheaders 0 v
Response headers ER

OG> ; 5] ohighlghts

Response

Pretty  Raw n =

not
Fongratulations, you solved the labl

[XACIIES £ ohighlights

Dane Ga79bytes [ 715mills
Eventloal4n)® _ Allissues O vemons 208 68

Figure 13.4 — Server response confirming "Congratulations, you solved the lab!"

13.5 Impact

Algorithm confusion allows an attacker to forge tokens that pass verification without ever obtaining the server's
private signing key — only its intentionally-public key is required. Because many applications publish their RSA
public key for legitimate token-verification purposes (e.g., for third-party services), this vulnerability can be
exploited entirely from public information, making it especially severe.

13.6 Remediation
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Enforce a single, fixed verification algorithm per key on the server side; never allow the token's own
"alg" header to select between symmetric and asymmetric verification.

Use separate, algorithm-specific verification code paths, and reject any token whose declared algorithm
does not match the expected one for its key type.

Where possible, use JWT libraries and configurations that make algorithm confusion structurally
impossible (e.g., requiring the verifying party to pass the expected algorithm explicitly).
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14. Lab 12 — JWT Authentication Bypass via Algorithm Confusion (No Exposed
Key)

OWASP Category A02:2021 - Cryptographic Failures

Lab Level Expert

Objective Recopstruct the s'erver s RSA public key from captured tokens, then apply an
algorithm-confusion attack

Result Solved — Public key reconstructed from two tokens and used to forge a trusted

administrator token

14.1 Vulnerability Description

This Expert-level variant shares the same underlying algorithm-confusion flaw as Lab 11, but the application
does not expose its RSA public key at any known endpoint (no reachable /jwks.json). However, given two or
more tokens that were legitimately signed with the same RSA private key, it is mathematically possible to
reconstruct the corresponding public key modulus using an integer-factorisation technique. Once reconstructed,
the same RSA-to-HMAC algorithm-confusion attack as Lab 11 applies.

14.2 Steps to Reproduce
e Captured two separate, legitimately-issued RS256 session tokens for the same user by logging in /
refreshing the session twice.

e Supplied both captured tokens to PortSwigger's sig2n Docker tool, which factorised the shared modulus
across the two signatures to reconstruct the server's RSA public key without it ever being exposed
directly.

® sig2n used the reconstructed public key to derive the correct HMAC secret and produced a forged,
validly-"signed" HS256 token with "sub": "administrator".

e Added the recovered key material as a new symmetric key in Burp's JWT Editor Keys tab for reference,
and sent the forged token to the application.

e The server accepted the forged token; the response confirmed a 302 redirect to /admin and
"Congratulations, you solved the lab!"

14.3 Commands / Actions Used

sig2n run against two captured tokens (no public key endpoint available, so the key is derived purely from the
signatures):

sudo docker run --rm -it portswigger/sig2n <tokenl> <token2>

# OQutput: 'Found n with multiplier 8', reconstructed base64-encoded x509/PKCS1 public
key,

# and a forged 'Tampered IWT' signed as if with the server's own key

Recovered key registered in Burp's JWT Editor Keys tab, and the forged token sent as the final privileged
request:
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GET /admin/delete?username=carlos HTTP/1.1
Host: <lab-id>.web-security-academy.net
Cookie: session=<sig2n-forged token, key reconstructed from two captured signatures>
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Figure 14.1 — Lab description: "JWT authentication bypass via algorithm confusion with no exposed key"
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Figure 14.2 — sig2n deriving the RSA public key from two captured tokens; recovered key added to JWT Editor Keys
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Figure 14.3 — Final delete request succeeds (302 Found); "Congratulations, you solved the lab!"

14.5 Impact

This lab demonstrates that even withholding a public key from a known endpoint does not fully protect against

algorithm confusion: if an attacker can capture two or more tokens signed with the same key, the public key can

often be mathematically reconstructed. This

significantly widens the practical attack surface for algorithm-

confusion vulnerabilities beyond applications that explicitly publish their signing keys.

14.6 Remediation

® The primary fix remains the same as

Lab 11: never allow a token's own "alg" header to switch between

symmetric and asymmetric verification.

Do not assume that withholding a public key from a dedicated endpoint is sufficient protection, since it

may still be reconstructable from captured tokens.

to an attacker.

Rotate signing keys regularly to limit the window in which a reconstructed or leaked key remains useful
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15. Lab 13 — Excessive Trust in Client-Side Controls

OWASP Category A04:2021 - Insecure Design

Lab Level Apprentice

Objective ‘Succe.ss:fully purchase.the Lightweight ‘133t’ Leather Jacket” despite having
insufficient store credit

Result Solved — Item price manipulated client-side and purchase completed for $0.01

15.1 Vulnerability Description

The checkout form submitted the unit price of each cart item as a hidden, editable request parameter (price)
alongside productld and quantity. The server trusted this client-supplied price value when calculating the cart
total instead of re-deriving it from its own product catalogue. Because nothing on the client side is trustworthy
by definition, any parameter submitted from the browser — hidden field or not — can be freely rewritten by an
attacker using an intercepting proxy before it reaches the server.

15.2 Steps to Reproduce
e Added the “Lightweight ‘I33t’ Leather Jacket” ($1337.00) to the cart and attempted checkout, which
correctly failed with “Not enough store credit for this purchase” against the $100.00 balance.

e Intercepted the add-to-cart request in Burp Repeater and inspected its body, finding productld, redir,
qguantity, and a price parameter carrying the item's price in cents (133700).

e Edited the price parameter down to 1 (i.e. $0.01) while leaving productld and quantity unchanged, and
resent the request.

® The server accepted the tampered price without validation; the cart page reloaded showing the jacket at
$0.01.

® Proceeded to checkout with the $0.01 total, well within the $100.00 store credit, and completed the
purchase, which the lab confirmed as solved.

15.3 Commands / Actions Used

Original request body (legitimate price, rejected due to insufficient credit):

productId=1&redir=PRODUCT&quantity=1&price=133700

Tampered request body sent via Burp Repeater (price rewritten to 1 cent):

productId=1&redir=PRODUCT&quantity=1&price=1 \

15.4 Evidence
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15.5 Impact

Trusting client-supplied pricing data allows an attacker to purchase any item at an arbitrary, self-chosen price,
causing direct financial loss to the business. More broadly, this illustrates the core principle behind insecure
design: any value that determines a security- or business-critical outcome (price, quantity, permissions, roles)
must be calculated and enforced entirely on the server, using data the client cannot influence.

15.6 Remediation
e Never accept price, discount, or other monetary values from the client; always look them up server-side
from the authoritative product catalogue.
e Treat every parameter in a request — hidden fields included — as fully attacker-controlled input.

® Recalculate the cart total server-side at checkout time from trusted data, rather than trusting a total or
per-item price submitted earlier in the flow.

e Add server-side integrity checks (e.g. signed/hashed price tokens) if client-side price display is required
for performance reasons.
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16. Lab 14 — High-Level Logic Vulnerability (Negative Quantity Manipulation)

OWASP Category A04:2021 - Insecure Design

Lab Level Apprentice

Objective Purchase the “Lightweight ‘I33t’ Leather Jacket” despite having insufficient store
credit

Result Solved — A negative-quantity item was used to offset the jacket's price, bringing

the cart total under the available credit

16.1 Vulnerability Description

The add-to-cart endpoint accepted a quantity parameter without enforcing a minimum value of zero or one.
Because the server calculated each line's contribution to the cart total as price x quantity without validating that
quantity was a sensible positive integer, submitting a negative quantity for a cheap item produced a negative
line total. This negative amount was then simply added to the cart's overall total, directly reducing what the
customer owed — a high-level business-logic flaw rather than a technical injection bug.

16.2 Steps to Reproduce
e Added the expensive jacket ($1337.00) and a low-cost item, the “Conversation Controlling Lemon”
($94.80), to the cart.

e Intercepted the request that adds the lemon to the cart in Burp Repeater and changed its quantity
parameter to a small negative number (-2), observing the resulting cart total drop to a large negative
figure (-$1337.00), which the lab flagged as invalid.

e Recalculated the exact negative quantity needed so the combined total (jacket + negative-quantity
lemon) would land just under the $100.00 store credit, rather than overshooting into an invalid negative
total.

® Resent the request with quantity=-15, which set the lemon's contribution to -$1,422.00 relative to its
unit price, bringing the overall cart total down to $9.80.

® Proceeded to checkout with the jacket in the cart and a total of $9.80, safely within the $100.00 store
credit, and completed the purchase; the lab confirmed the solve with store credit reduced to $90.20.
16.3 Commands / Actions Used
Initial overshoot attempt (quantity too negative, rejected by the store-credit check):

productId=11&redir=PRODUCT&quantity=-2
# Response: cart total -$1337.00 (invalid negative total)

Final, correctly-calibrated request sent via Burp Repeater:
productId=11&redir=PRODUCT&quantity=-15

# Response: 302 Found -> /product?productId=11
# Cart total: $9.80 (jacket $1337.00 + Conversation Controlling Lemon x -14)

16.4 Evidence
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Figure 16.2 — Lab marked as Solved with quantity=-15; cart total $9.80, store credit reduced to $90.20

16.5 Impact

Allowing negative quantities lets an attacker manufacture arbitrary negative line-item totals, effectively creating
store credit out of nothing to subsidise the purchase of high-value goods. Unlike a low-level input-validation bug,
this flaw exists even though every individual field was technically well-formed (a negative integer is still an
integer); the vulnerability is in the business rule itself failing to constrain quantity to a sane range.

16.6 Remediation

e Enforce a minimum quantity of 1 (or 0 for removal) on every cart-modification endpoint, rejecting
negative values outright.

e Validate business-logic invariants server-side — a shopping cart total should never legitimately go
negative.

e Apply the same quantity constraints consistently across every code path that can modify the cart (add,
update, bulk operations).
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Include automated tests that specifically submit negative, zero, and extreme quantity values against

every cart-related endpoint.
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17. Lab 15 — Inconsistent Security Controls Across Subdomains

OWASP Category A04:2021 - Insecure Design

Lab Level Practitioner

Register an account using an organisation email address and use it to delete the

Objective « ”
user “carlos

Solved — Registered via a permissive subdomain email check, then used the

e resulting privileged account to delete the target user

17.1 Vulnerability Description

The application enforced a rule that new account registrations must use an email address on the organisation's
own domain, intended to restrict privileged sign-up to legitimate staff. However, this restriction was
inconsistently implemented across the application's various subdomains and endpoints: one registration path
validated the email domain loosely enough that an attacker-controlled mailbox on a related-looking subdomain
was accepted as if it belonged to the trusted organisation. This let an outsider register an account that the
application treated as an internal, privileged user.

17.2 Steps to Reproduce
® Used Burp's built-in Exploit Server to control an attacker-owned mailbox (attacker @ <exploit-server-
id>.exploit-server.net) capable of receiving the registration confirmation email.

e Submitted the registration form using an email address crafted to satisfy the application's domain check
while still routing to the attacker-controlled exploit-server mailbox.

e Monitored the Exploit Server's email log and opened the confirmation email once it arrived, extracting
the account-registration confirmation link and its embedded registration token.

e Followed the confirmation link to complete registration, which granted the new account elevated, staff-
level privileges due to the inconsistently-enforced domain check.

® Logged in with the newly-registered privileged account, navigated to the exposed Users administration
page, and selected “Delete” next to the target user “carlos”.

e The application confirmed “User deleted successfully!” and the lab was marked as solved.

17.3 Commands / Actions Used

Confirmation email retrieved from Burp's Exploit Server email client, showing the registration link and token:

To: attacker@<exploit-server-id>.exploit-server.net

From: no-reply@<lab-id>.web-security-academy.net

Subject: Account registration

Link: https://<lab-id>.web-security-academy.net/register?registration-token=<token>

Privileged deletion action performed through the application's Users administration page after logging in with
the newly-registered account (no raw request needed — the delete link was followed directly in-browser).

17.4 Evidence
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17.5 Impact

Security controls that are enforced on one code path but not another give an attacker a straightforward bypass:
they simply use whichever path is weakest. In this case, an email-domain check meant to gate privileged
registration to genuine staff was inconsistently applied, allowing a complete outsider to obtain a privileged
account and perform destructive administrative actions such as deleting other users.

17.6 Remediation
e Enforce identical validation logic for every code path that grants the same privilege level, ideally through
a single shared, centrally-maintained authorization check.

e Do not infer trust or privilege purely from an email domain, since domain ownership and mail routing
can be manipulated or misconfigured in ways the application cannot verify.

e Regularly audit all registration, provisioning, and account-elevation flows across every subdomain and
environment for consistency.

e Apply the principle of least privilege: newly self-registered accounts should never receive elevated
administrative capability without an explicit, separately-verified approval step.
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18. Lab 16 — Flawed Enforcement of Business Rules (Coupon Chaining)

OWASP Category A04:2021 - Insecure Design

Lab Level Apprentice

Objective Purchase the “Lightweight ‘I33t’ Leather Jacket” despite having insufficient store
credit

Result Solved — Discount coupons intended as one-time-use were reapplied repeatedly,

reducing the cart total to $0.00

18.1 Vulnerability Description

The store offered promotional discount coupons (e.g. NEWCUST5 for new customers and SIGNUP30 for
newsletter sign-ups), each intended to be applied once per order. The coupon-application endpoint, however,

did not track which coupons had already been redeemed against the current cart and permitted the same code
to be submitted an unlimited number of times, with each submission stacking an additional discount on top of
the last. This is a business-logic flaw: the individual technical operation (applying a discount) worked exactly as

designed, but the rule governing how many times it could legitimately be invoked was never enforced.

18.2 Steps to Reproduce

Added the jacket ($1337.00) to the cart and located two publicly-advertised discount codes on the site,
NEWCUST5 and SIGNUP30.

Applied NEWCUST5 once through the normal “Add coupon” form and observed a single discount line
appear in the cart.

Captured the coupon-application request in Burp Repeater and resent it repeatedly, alternating
between NEWCUST5 and SIGNUP30, with each resend adding another separate discount line to the cart
rather than being rejected as already used.

Continued resending the requests until the accumulated discounts brought the cart's running total down
to $0.00.

Proceeded to checkout with a $0.00 total, well within the $100.00 store credit, and completed the
purchase, which the lab confirmed as solved.

18.3 Commands / Actions Used

Coupon-application request repeatedly resent via Burp Repeater, alternating codes to accumulate discounts:

POST /cart/coupon HTTP/2
Host: <lab-id>.web-security-academy.net
Content-Type: application/x-www-form-urlencoded

coupon=NEWCUST5

# Repeated, then:

coupon=SIGNUP30

# ...resent alternately until cart total reached $0.00

18.4 Evidence

Page 56 of 64




OWASP Top 10 Lab Report — Security Misconfiguration | Insecure Design | Cryptographic Failures

Prfem it Taget Mg RGeS R IR AS P e (P Ty ()
] - Elp— I e x
(Y LI v

e .

e

[T 2] g

Figure 18.1 — Repeated coupon-application requests in Burp Repeater; cart shows multiple stacked NEWCUST5 and SIGNUP30 discount
lines, total reduced to $0.00

= 1 «

websecumy i:laeu:ccl enforcement of business O
Academy <

netia B

‘Congratulations, you sobed the lab) Share your whili! o [ Consnee eameng o

Herw cumioemers use code al checkour NEWCUSTS

Store credit L)
$100.00

Vosse aeder is oo fis wa!

Name Price Quarssy

500 22 i

Figure 18.2 — Lab marked as Solved after checking out at $0.00; store credit remains untouched at $100.00

18.5 Impact

Failing to enforce a one-use-per-coupon business rule allows any customer to stack an unlimited number of
discounts, reducing an order's cost to zero (or, in principle, driving it negative if not otherwise bounded). This
directly causes financial loss, since the flaw can be exploited by any authenticated user with no special tooling
beyond an intercepting proxy.

18.6 Remediation
e Track coupon redemption state server-side (e.g. per order, per account, or globally per code) and reject
any attempt to reapply a code that has already been redeemed against the current cart.

e Enforce a maximum discount cap per order, independent of how many valid-looking coupon codes are
supplied.

e Validate the cumulative effect of all applied business rules (discounts, promotions, credits) against the
order total before allowing checkout, rather than only validating each rule in isolation.

® Log and alert on abnormal patterns of repeated coupon application from a single session.
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19. Lab 17 — Low-Level Logic Flaw (Integer Overflow)

OWASP Category A04:2021 - Insecure Design

Lab Level Practitioner

Purchase the “Lightweight ‘I33t’ Leather Jacket” despite having insufficient store

Objecti . . . .
BEae credit, by overflowing an item's cart quantity

In progress — Integer overflow successfully triggered (cart total wrapped to a
Result large negative value); further quantity calibration required to bring the total
within the available store credit before checkout

19.1 Vulnerability Description

The add-to-cart endpoint restricted the quantity submitted in a single request to a two-digit value (0-99), but
did not cap the cumulative quantity accumulated for an item across multiple requests, nor did it use a
sufficiently large integer type to store the resulting line total. Repeatedly adding the same low-cost item pushes
its total quantity — and therefore price x quantity — past the maximum value a signed 32-bit integer can hold
(2,147,483,647). Once that boundary is crossed, the stored total wraps around to a large negative number, a
classic integer-overflow condition arising from an unvalidated arithmetic operation on attacker-influenced input.

19.2 Steps to Reproduce

e Identified that the add-to-cart form only accepted a two-digit quantity per request (maximum 99), ruling
out overflowing the total in a single submission.

e Calculated the approximate cumulative quantity required to cross the 32-bit signed integer boundary for
the target item's unit price, and determined that repeated additions of quantity=99 were needed.

® Resent the quantity=99 add-to-cart request many times in Burp Repeater, accumulating the item's
quantity in the cart with each request.

e After a large number of additions, the cart's displayed quantity reached 16,830 and the total overflowed
to a large negative figure (-$20,447,962.96), confirming the integer wraparound had occurred, though
the value was too far negative and was rejected at checkout with “Cart total price cannot be less than
zero.”

e Further calibration of the exact cumulative quantity is required to bring the wrapped total to a small
positive value comfortably within the $100.00 store credit, after which checkout can be completed to
solve the lab.

19.3 Commands / Actions Used

Repeated add-to-cart request sent via Burp Repeater to accumulate quantity beyond the per-request limit:

POST /cart HTTP/2

Host: <lab-id>.web-security-academy.net
Content-Type: application/x-www-form-urlencoded
Cookie: session=<session-token>

productId=<id>&redir=PRODUCT&quantity=99
# Resent repeatedly; cart quantity accumulates with each request
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Observed state once the overflow triggered, prior to final calibration:

Cart quantity: 16830
Cart total: -$20,447,962.96
Checkout response: "Cart total price cannot be less than zero"

19.4 Evidence
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Figure 19.1 — Cart quantity accumulated to 16,830 via repeated quantity=99 requests; total overflowed to -$20,447,962.96, rejected by
the store-credit check

19.5 Impact

Relying on a per-request input limit (the two-digit quantity cap) without also bounding the cumulative effect of
repeated valid requests, or without using an arithmetic type wide enough to hold the resulting values, allows an
attacker to manufacture an arbitrarily negative order total purely through automation — no injection or
credential compromise is required. This is a low-level manifestation of a business-logic flaw: each individual
request is perfectly well-formed, but the aggregate effect breaks an invariant (a cart total should never wrap
around or go negative) that the server never explicitly checked.

19.6 Remediation
e Enforce a sane maximum cumulative quantity per item, per cart, independent of how many separate
requests were used to reach it.

e Use a sufficiently large and/or overflow-checked numeric type for all price and quantity arithmetic, and
explicitly reject calculations that would exceed safe bounds rather than allowing silent wraparound.

e Validate the final cart/order total against sane minimum and maximum bounds immediately before
allowing checkout, in addition to any per-field validation.

e Rate-limit or flag automated, high-frequency repeated requests to the same cart-modification endpoint,
which are unlikely to reflect genuine user behaviour.
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20. Consolidated Command & Tool Reference

The table below summarises every command-line tool and Burp Suite action used across all labs, with a brief

explanation of why each was required.

Command

Purpose / Why it was used

productId=abc (URL edit)

Forced an unhandled server exception to trigger a
verbose stack trace (Lab 1).

Send to Repeater / Send

Replayed a captured request to a discovered endpoint
(phpinfo.php) to view its full response (Lab 2).

curl --httpl.1 -k <url>

Forced HTTP/1.1 and ignored certificate warnings to work
around an HTTP/2 stream bug (Labs 2, 5).

/backup + /backup/<file>.bak

Manually requested a predictable backup path once
directory listing revealed the file name (Lab 3).

Burp Proxy > Match and Replace

Automatically injected a spoofed X-Custom-IP-
Authorization header into every outgoing request (Lab 4).

TRACE / (HTTP TRACE request)

Caused the server to echo back all request headers,
revealing an internal trust header (Lab 4).

curl -k <url>/.git/HEAD

Verified whether a Git repository was actually exposed
before attempting a full mirror (Lab 5).

wget -r <url>/.git/

Recursively mirrored the exposed Git repository from the
live server to local disk (Lab 5).

git log --all --oneline

Listed the complete commit history to locate a suspicious
commit (Lab 5).

git show <commit-hash>

Displayed the exact diff introduced by a commit,
revealing a previously-committed password (Lab 5).

Burp JWT Editor extension

Decoded, edited, and re-signed JSON Web Tokens
directly within Repeater (Labs 6-12).

Strip signature, keep trailing dot

Produced a syntactically valid but unsigned JWT to test
for missing signature verification (Lab 6).

Set alg to "none", drop signature

Exploited a JWT library that honoured a client-declared
"none" algorithm (Lab 7).

hashcat -a 0 -m 16500

Attempted offline brute-force of a JWT's H5256 secret
using GPU acceleration (Lab 8 — failed on this VM due to
memory limits).

git clone wallarm/jwt-secrets

Retrieved a wordlist of common JWT signing secrets after
the primary source returned 404 (Lab 8).

python3 + PyJWT loop

Brute-forced the H5256 secret on CPU by attempting to
verify the token against every wordlist entry (Lab 8).
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JWT Editor Keys > New Symmetric Key Registered a recovered/generated key so a forged token
could be validly re-signed (Labs 8-12).

JWT Editor Attack > Embedded JWK Embedded a self-generated public key into the token
header and signed with the matching private key (Lab 9).

Burp Exploit Server Hosted attacker-controlled key material reachable by the
target application (Lab 9).

kid header path-traversal payload Redirected server-side key lookup to a predictable local
file used as the HMAC secret (Lab 10).

Burp Decoder (Base64 / Smart decode) Decoded the server's published RSA public key (JWKS)
into PEM format for analysis (Lab 11).

docker run portswigger/sig2n Derived or reconstructed an HMAC key from an RSA

<token(s)> public key/captured signatures to forge algorithm-

confused tokens (Labs 11-12).
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21. Summary & Conclusion

21.1 Results Overview

Lab OWASP Category Status
Information disclosure in error messages Security Misconfiguration Solved
Information disclosure on debug page Security Misconfiguration Solved
Source code disclosure via backup files Security Misconfiguration Solved
Authentication bypass via information disclosure Insecure Design Solved
Information disclosure in version control history Cryptographic Failures / Solved
Misconfig.
JWT bypass via unverified signature Cryptographic Failures Solved
JWT bypass via flawed signature verification Cryptographic Failures Solved
JWT bypass via weak signing key Cryptographic Failures Solved
JWT bypass via jwk header injection Cryptographic Failures Solved
JWT bypass via kid header path traversal Cryptographic Failures Solved
JWT bypass via algorithm confusion Cryptographic Failures Solved
JWT algorithm confusion (no exposed key) Cryptographic Failures Solved
21.2 Key Takeaways

® Security Misconfiguration was the most common root cause among the earlier labs — verbose errors,
leftover debug scripts, exposed backup files, and an exposed .git directory all stem from deployment
hygiene failures rather than complex coding flaws.

e Insecure Design (Lab 4) demonstrated that a functioning, bug-free implementation can still be
fundamentally broken if the underlying trust model is flawed.

e The seven JWT labs (Labs 6-12) collectively demonstrate that Cryptographic Failures in token-based
authentication arise from several distinct root causes, all converging on the same outcome — full
authentication bypass: no signature verification at all (Lab 6); trusting a client-declared "none" algorithm
(Lab 7); a brute-forceable signing secret (Lab 8); trusting an attacker-embedded key (Lab 9); unsanitised
key lookup enabling path traversal (Lab 10); and algorithm confusion between symmetric and
asymmetric verification, both with (Lab 11) and without (Lab 12) a directly exposed public key.

e The progression from Apprentice through Expert-level JWT labs shows that even when a development
team correctly implements basic signature verification, subtler implementation choices — which
algorithm to trust, where to source the verification key from, how to parse the kid header — can each
independently reintroduce a full authentication bypass.

® Across every lab, small pieces of seemingly harmless information or configuration choices (a stack trace,

a debug page, a backup file, an internal header name, a commit message, a weak secret, a published
public key) combined to enable a full compromise, reinforcing the importance of defence-in-depth.
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21.3 Overall Recommendation

Organisations should implement automated pre-deployment checks (secret scanning, exposed-path scanning,
and configuration linting) as part of their CI/CD pipeline to catch these categories of misconfiguration before
they reach production. All JWT implementations should be reviewed to confirm that signature verification is
both present and enforced against a high-entropy key, and that the accepted algorithm is explicitly allow-listed
rather than trusted from the token header itself. Authorization logic should always be reviewed specifically for
reliance on client-controllable data, as this class of flaw is not caught by traditional vulnerability scanners and
requires manual design review.
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