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1. Introduction

In today’s digital world, network security is a critical aspect of cybersecurity. Understanding
how networks operate and how attackers analyze systems is essential for protecting sensitive
data and systems.

This project focuses on two important techniques used in cybersecurity: network scanning and
traffic analysis. Network scanning is used to discover devices, open ports, and services running
on a system, while traffic analysis helps in understanding how data flows within a network.

In this project, Nmap was used for network scanning and Wireshark was used for analyzing
network traffic.

2. Objectives

To understand the concept of network scanning

To identify open ports and services using Nmap

To capture and analyze network traffic using Wireshark
To identify potential security risks

To suggest preventive measures for network security

3. Tools Used

3.1 Nmap

Nmap (Network Mapper) is a widely used tool for network discovery and security auditing. It
helps in identifying open ports, running services, and system information.

3.2 Wireshark

Wireshark is a network protocol analyzer that captures and displays data packets traveling
through a network in real time.

3.3 Kali Linux

Kali Linux was used as the operating system for performing all tasks, as it includes pre-installed
cybersecurity tools.
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4. Methodology

The project was divided into two main parts:

1. Network scanning using Nmap
2. Traffic analysis using Wireshark

All activities were performed in a controlled environment on the local system for educational
purposes only.

5. Network Scanning using Nmap

5.1 Basic Scan
A basic scan was performed using the following command:
nmap localhost

This scan provided information about open ports on the system.

/home/rabya

ip Llocalhost
Starting Nmap 7.945VN ( https:// map.org ) at 2@26-83-28 12:10 EDT
Mmap scan report for localhost (127.8.8.1)
Host 1s up (@.0000050s latency).
Other addresses for localhost (not scanned):
Mot shown: 999 closed tcp ports (reset)
PORT STATE SERVICE
80/tcp open http

MNmap done: 1 IP address (1 host up) scanned in @.31 seconds

5.2 Service Version Detection

A more detailed scan was performed using:

nmap -sV localhost

This command helped identify the services running on open ports along with their versions.
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fhnmefrabya

ing Nmap 7.44Jvm ( httpz:'f map.org )} at 2@z B3-28 12:11 EDT
can report for localhost ( E?.ﬂ.@.l]
Host is up (@.000006@8s latency).
Other addresses for localhost (not anned):

Not shown: 9992 closed tcp ports (reset)
PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.62 ((Debian))

5.3 Advanced Scan

An advanced scan was conducted using:

nmap —-A localhost

This scan provided detailed information such as:

e Operating system detection
o Service versions
« Additional network details

/home/rabya
-|||:':|-| host
thxtlng Nmap 7.945VN { https://nmap.org ) at 2026-03-28 12:14 EDT
MNmap scan report for localhost (127.8.8.1)
Host is up (9.00012s latency).
Other addresses for localhost (not scanned):
Not shown: 999 closed tcp ports (reset)
PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.62 ((Debian))
_http-server-header: ache/2.4.62 (Debian)
_http-title: ache2 Debian Default Page: It works
Device type: general purpose
Running: Linux 2.6.X
0S5 CPE: cpe:/o: 11nu~ linux_kernel:
05 details: Linux 2.
Network Distance: @ hops
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5.4 Observations
o Several ports were found open on the system

« Different services were running on these ports
e Advanced scanning provided more detailed system information

6. Traffic Analysis using Wireshark

6.1 Packet Capture

Wireshark was used to capture live network traffic. The network interface was selected and
packet capturing was started.

Telephor

e>ETFS

Destination Protocol Length Info

20941 45.262947 192.168.100.14 104.18.37.251 74 64096 > 443 [ACK] Seq=1 Ack=14995441 Win=2047 Len=0 SLE=15005325 SRE=15006737 SLE=14996853 SRE=15003913

6.2 Traffic Generation

Network activity was generated by browsing websites during the capture process.
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apturing from Wi-Fi

View Go Capture

e Edit

dD4de mBRRE

Time

67321 122.947420  192.168.100.

67325 122.969916  192.168.100.

67327 122.970278  192.168.100.

67333 122.970921  192.168.100.

67335 122.970965  192.168.100.

83 74 2c 01

ony Wirele:

TR E

Destination

104.18.37.251

104.18.37.251

104.18.37.251

104.18.37.251

104.18.37.251

Protocol Length Info

Seq=1

Seq=1

Seq=1

Seq=1

Ack=47999529 Win=2047

Ack=48005177 Win

Ack=48033417 Win=2047

Ack=48036241 Win=2047

Ack=48039065 Win=2047

Frame 58141

II,
Internet Protocol Ver

1466 bytes o

Ethernet Src: HuaweiT

ion

8006589 SRE=48033417 SLE=48002353 SRE=48005177

8006589 SRE=48033417

orfa
4:74 (c0:b8:83

wire (11728 bits), 1466 byt
hno_6d:7f:b9 (2c:1a:01:6d:7f:b9), Dst: Intel .
4, 104.18.37.251, 192.168.100.14

Transmission Control Protocol, Src Port: 443, Dst Port: 64096, Seq: 41481737, Ack: 1, Len: 1412

6.3 Applying Filters
Different filters were applied to analyze specific types of traffic:

DNS Filter:

Used to observe domain name system queries

2 i

Time.
94.562329

49683

92515 164996818

lep

TesETINE

Destination

152.168.108.14 192.168.

192.168.108.1 192.168

160.1

108.14

Standard query

Standard query

@xf138 HTTPS api.msn.com

49610 94.562713  192.168.100.14 192.168.100.1 DHS 71 Standard query x27d9 A api.msn.com
49643 94.609555  192.168.100.1 192.168.100. 14 DHs 241 Standard query response @xf138 HTTPS api.msn.com CHAME api-msn-com-oneservice-world-default.trafficmanager.net CNAME api-msn-com.
49654 94.518214 192.168.100.1 192.168.108. 14 DNS 230 Standard query response @x27d9 A i.msn.com CNAME api-msn-com-oneservice-wor -default. trafficman net CMAME api-msn-com.ax-B|
49655 94.618986  192.168.180.1 192.168.1008. 14 ons 249 Standard query response @x77e8 HTTPS th.bing.com CNAME p-th.bing.com. trafficmanager.net CHAME th.bing.com.edgekey.net CHAME e8638
49665 94.633341 192.168.160.1 192.168.100.14 DHS 332 Standard query response Ox4cOa A th.bing.com CHAME p-th.bing.com.trafficnanager.net CNAME th.bing.com.edgekey.net CNAME €86303.ds
49754 94.726613  192.168.100.1 192.168.100. 14 DHS 297 Standard query response @x6189 A c.msn.com CNAME c-msn-afd.trafficmanager.net CNAME idsyncprod-cehbesbucqdhhge].bol.szurefd.net C
49762 54.727350 192.168.188.1 192.168.108.14 DNS 322 Standard query response @xa98b HTTPS c.msn.com CNAME c- Fd. trafficma r.net CNAME idsyncprod-cehbesbucadhhged.bol. azurefd. n)
51311 97.836345  192.168.108 192.168.108.1 oHs 72 Standard query @xlicd HTTPS srtb.msn.com
[ 51312 97036821 192.168.100 192.168.100.1 oiis 72 Standard query @x7569 A srtb.ssn.com
19, o 100.14 DHS 224 Standard query response @xlicd HTTPS s

84748 152.432153  192.168.108.14 192.168.168.1 IS 91 Standard query 8xacff HTTPS signaler-pa.clientsé.google.com

B4741 152.432499  192.168.100.14 192.168.100.1 oHs 91 Standard query 8x1525 A signaler-pa.clientsé.google.com

84795 152.519909  192.168.100.1 192.168.100.14 DHS 141 Standard query response @xdcff HTTPS signaler-pa.clientsé.google.com SOA nsi.google.com
84360 152.526157  192.168.100.1 192.168.100. 14 DS 107 Standard query response 8x1525 A signaler-pa.clientsé.google.com A 142.250.187.74
92385 164.792571  192.168.108.14 192.168.108.1 [ 71 Standard query Gxaabc HTTPS chatgpt.com

92386 164.792834  192.168.109.14 192.168.108.1 Standard query @xfc87 A chatgpt.com

response Oxfe87 A chatgpt.com A 104.18.32

47 A 172.64.155.269
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e HTTP Filter:
Used to analyze web traffic

R mp

No. Time e
45609 54.562329 .168.160.14 .168.108. Standard query @xf138 HTTPS api.msn.com

49610 94.562713 192.168.100.14 192.168.108.1 Di¥S 71 Standard query x27d9 A api.msn.com
49643 94.669595 192.168.100.1 192.168.106.14 DiS 241 Standard query response @xf138 HTTPS api.msn.com CNAME spi-msn-com-oneservice-world-default.trafficmanager.net CNAME api-msn-com.
49654 94.618214 192.168.100.1 192.168.108.14 ois 230 Standard query response Bx27d9 A api.msn.com CNAME api-msn-com-oneservice-world-default.trafficmanager.net CHAME api-msn-com.ax-8
49655 94.618986 192.168.100.1 192.168.108.14 Dis 249 Standard query response Bx77e9 HTTPS th.bing.com CNAME p-th.bing.com.trafficmanager.net CHAME th.bing.com.edgekey.net CNAME e8638
49665 94.633341 192.168.100.1 192.168.109.14 Di¥S 332 Standard query response x4cOa A th.bing.com CHAME p-th.bing.com.trafficsanager.net CNAME th.bing.com.edgekey.net CHAME e86303.ds
49754 94.726613 192.168.100.1 192.168.108.14 Dis 297 Standard query response 8x618% A c.msn.com CNAME c-msn-afd.trafficmanager.net CNAME idsyncprod-cehbcsbucqdhhgej.bl.azurefd.net C
49762 94.727390 192.168.100.1 192.168.100. 14 Dis 322 Standard query response 0xa98b HTTPS c.msn.com CNAME c-msn-afd.trafficmanager.net CHAME idsyncprod-cehbcsbucqdhhge.bdl. azurefd.n

51311 97.836346 192.168.100.14 192.168.108.1 DNS 72 Standard query @x11cd HTTPS srtb.msn.com

> 51312 97.036821  192.160.100.14 192.168.109.1 ois 72 Standard query Ox7569 A srtb.msn. com
51363 97.101365 192.168.100.1 192.168.108.14 DNS 224 Standard query response @xllcd HTTPS srtb.msn.com CNAME srtb-msn-com-profile.trafficmanager.net CMAME www-msn-com.a-00893.a mseﬂge
5 th \i E 30

84748 152.432153 192.168.100.14 192.168.168.1 DNS 91 Standard query @xdcff HTTPS signaler-pa.clientsé.google.com

84741 152.432499  192.168.100.14 192.168.109.1 oNs 91 Standard query 8x1525 A signaler-pa.clientsb.google.com

84799 152.519909 192.168.100.1 192.168.100.14 DS 141 Standard query response @xdcff HTTPS signaler-pa.clientsé.google.com SOA nsl.google.com
84800 152.526157 192.168.100.1 192.168.100.14 DNS 187 Standard query response Ox1525 A signaler-pa.clients6.google.com A 142.258.187.74
92385 164.792571 192.168.1008.14 192.168.188.1 DNS 71 Standard query @xaabe HTTPS chatgpt.com

52386 164.792834 Standard query @xfc87 A chatgpt.com
92515 164.996810 . . B B . Standard query response @xfc87 A chatgpt.com A 104.18.32.47 A 172.64.155.209

e TCP Filter:
Used to view transmission control protocol packets

51368 97.11847@ 192.168.100.14 104.18.37.251 54 64896 + 443 [ACK]

51369 97.110917 164.18.37.251 192.168.180.14 TP 1466 443 > 64896 [ACK] 5eq=3678@785 Ack=1 Win=16 Len=1412 [TCP PDU reassembled i
5137@ 97.110917 104.18.37.251 192.168.160.14 SSLv2 1466 Encrypted Data

51371 97.111814 192.168.108.14 164.18.37.251 54 64896 + 443 [ACK] Seg=1 Ack=36783529 Win=2047 Len=0

51372 97.112567 192.168.100.14 284.79.197.283 66 64322 > 443 [SYN] Seq=d Win=65535 Len=B NSS=1468 WS=256 SACK PERM

172.64.148.235

Transnission Control Protocol, Src Port: 64896, Dst Port: 443, Seq: 1, Ack: 36637881, Len:
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6.4 Packet Analysis
Individual packets were selected to examine detailed information such as:
« Source and destination IP addresses

e Protocol type
o Packet size and data

Ack: 36697881, Les

6.5 Observations

o Network traffic consists of multiple protocols such as DNS, HTTP, and TCP
e Some data can be visible if not encrypted
o Packet-level analysis provides deep insight into communication

7. Findings

« Open ports act as entry points into a system

« Running services can expose vulnerabilities if not secured

e Network traffic can reveal sensitive information if not encrypted

o Attackers can use scanning and traffic analysis to gather information about targets
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8. Security Risks

Unauthorized access through open ports

Exposure of sensitive data through unencrypted traffic
Information leakage about system configuration
Increased attack surface due to unnecessary services

9. Prevention Techniques

9.1 For Systems

e Close unused ports
o Disable unnecessary services
o Use firewalls to restrict access

9.2 For Networks

e Use secure protocols (HTTPS instead of HTTP)
e Encrypt sensitive data
« Monitor network traffic regularly

9.3 General Practices

o Keep systems updated
o Use strong authentication methods
e Conduct regular security audits

10. Conclusion

This project provided practical knowledge of network scanning and traffic analysis using Nmap
and Wireshark. It demonstrated how systems can be analyzed and how data flows within a
network.

The project also highlighted the importance of securing open ports and encrypting network

traffic to prevent potential cyber attacks. Understanding these concepts is essential for building a
strong foundation in cybersecurity.

8|Page




