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1. Introduction 

In today’s digital world, network security is a critical aspect of cybersecurity. Understanding 

how networks operate and how attackers analyze systems is essential for protecting sensitive 

data and systems. 

This project focuses on two important techniques used in cybersecurity: network scanning and 

traffic analysis. Network scanning is used to discover devices, open ports, and services running 

on a system, while traffic analysis helps in understanding how data flows within a network. 

In this project, Nmap was used for network scanning and Wireshark was used for analyzing 

network traffic. 

2. Objectives 

 To understand the concept of network scanning 

 To identify open ports and services using Nmap 

 To capture and analyze network traffic using Wireshark 

 To identify potential security risks 

 To suggest preventive measures for network security 

3. Tools Used 

3.1 Nmap 

Nmap (Network Mapper) is a widely used tool for network discovery and security auditing. It 

helps in identifying open ports, running services, and system information. 

3.2 Wireshark 

Wireshark is a network protocol analyzer that captures and displays data packets traveling 

through a network in real time. 

3.3 Kali Linux 

Kali Linux was used as the operating system for performing all tasks, as it includes pre-installed 

cybersecurity tools. 
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4. Methodology 

The project was divided into two main parts: 

1. Network scanning using Nmap 

2. Traffic analysis using Wireshark 

All activities were performed in a controlled environment on the local system for educational 

purposes only. 

 

5. Network Scanning using Nmap 

5.1 Basic Scan 

A basic scan was performed using the following command: 

nmap localhost 

This scan provided information about open ports on the system. 

 

 

 

5.2 Service Version Detection 

A more detailed scan was performed using: 

nmap -sV localhost 

This command helped identify the services running on open ports along with their versions. 
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5.3 Advanced Scan 

An advanced scan was conducted using: 

nmap -A localhost 

This scan provided detailed information such as: 

 Operating system detection 

 Service versions 

 Additional network details 
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5.4 Observations 

 Several ports were found open on the system 

 Different services were running on these ports 

 Advanced scanning provided more detailed system information 

6. Traffic Analysis using Wireshark 

6.1 Packet Capture 

Wireshark was used to capture live network traffic. The network interface was selected and 

packet capturing was started. 

 
 

6.2 Traffic Generation 

Network activity was generated by browsing websites during the capture process. 
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6.3 Applying Filters 

Different filters were applied to analyze specific types of traffic: 

 DNS Filter: 
Used to observe domain name system queries 
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 HTTP Filter: 
Used to analyze web traffic 

 
 TCP Filter: 

Used to view transmission control protocol packets 
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6.4 Packet Analysis 

Individual packets were selected to examine detailed information such as: 

 Source and destination IP addresses 

 Protocol type 

 Packet size and data 

 
 

6.5 Observations 

 Network traffic consists of multiple protocols such as DNS, HTTP, and TCP 

 Some data can be visible if not encrypted 

 Packet-level analysis provides deep insight into communication 

 

7. Findings 

 Open ports act as entry points into a system 

 Running services can expose vulnerabilities if not secured 

 Network traffic can reveal sensitive information if not encrypted 

 Attackers can use scanning and traffic analysis to gather information about targets 
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8. Security Risks 

 Unauthorized access through open ports 

 Exposure of sensitive data through unencrypted traffic 

 Information leakage about system configuration 

 Increased attack surface due to unnecessary services 

 

9. Prevention Techniques 

9.1 For Systems 

 Close unused ports 

 Disable unnecessary services 

 Use firewalls to restrict access 

9.2 For Networks 

 Use secure protocols (HTTPS instead of HTTP) 

 Encrypt sensitive data 

 Monitor network traffic regularly 

9.3 General Practices 

 Keep systems updated 

 Use strong authentication methods 

 Conduct regular security audits 

 

10. Conclusion 

This project provided practical knowledge of network scanning and traffic analysis using Nmap 

and Wireshark. It demonstrated how systems can be analyzed and how data flows within a 

network. 

The project also highlighted the importance of securing open ports and encrypting network 

traffic to prevent potential cyber attacks. Understanding these concepts is essential for building a 

strong foundation in cybersecurity. 

 

 


