
5/14/2026 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Network Using GNS3 And Packet 

Capturing Using Wireshark 

 

Prepared By: 
Rabya Hassan 



 

Network  

  
  

Setup:  

• 1 router  

IOSv template: cisco-iosv  

Image: vios-adventerprisek9-m.vmdk.SPA.156-2  

• 1 L3 switch  

Image: c3640-a3js-mz.124-23  

• 8 Ethernet switches(built in switch)  

• 16 vpcs  

  

  

  

  

 

  



  

VPCS Configuration:  

VLAN 10:  

• PC1: 192.168.10.2     gateway:192.168.10.1  

• PC2: 192.168.10.3     gateway:192.168.10.1   

  

  

VLAN 20:  

• PC1: 192.168.20.2     gateway:192.168.20.1  

• PC2: 192.168.20.3     gateway:192.168.20.1  

  

  

  



  

  

VLAN 30:  

• PC1: 192.168.30.2     gateway:192.168.30.1  

• PC2: 192.168.30.3     gateway:192.168.30.1  

  

  

VLAN 40:  

• PC1: 192.168.40.2     gateway:192.168.40.1  

• PC2: 192.168.40.3     gateway:192.168.40.1  

  

  
VLAN 50:  



• PC1: 192.168.50.2     gateway:192.168.50.1  

• PC2: 192.168.50.3     gateway:192.168.50.1  

  

  

VLAN 60:  

• PC1: 192.168.60.2     gateway:192.168.60.1  

• PC2: 192.168.60.3     gateway:192.168.60.1  

  

  

  

VLAN 70:  

• PC1: 192.168.70.2     gateway:192.168.70.1  

• PC2: 192.168.70.3     gateway:192.168.70.1  



  

  

VLAN 80:  

• PC1: 192.168.80.2     gateway:192.168.80.1  

• PC2: 192.168.80.3     gateway:192.168.80.1  

  

  

Note: Make sure to enter the command “save” after entering ip of each pc’s.  

Ethernet Switch Configuration (built in):  



  

  

Each of the 8 built-in switches requires the following port configuration:  

• Port 0 (uplink to main switch ESW1): Trunk mode(dot1Q) - carries VLAN traffic to 

ESW1  

• Ports 1 & 2 (connected to PCs): Access mode - assigned to the switch's respective  

VLAN  

Repeat this configuration for all 8 switches (Switch1 through Switch8), ensuring Port 0 is set 

to trunk and Ports 1-2 are set to access mode with the correct VLAN assignment  

  

   

Ethernet Layer 3 Switch Setup  

• ESW1 VLAN Database Configuration  



  

The main switch (ESW1) has successfully created and configured a VLAN database containing 8 

VLANs. Each VLAN is named according to its VLAN ID and has been added to the switch's 

VLAN database. The configuration includes:  

• VLAN 10 (vlan10) - for Switch1  

• VLAN 20 (vlan20) - for Switch2  

• VLAN 30 (vlan30) - for Switch3  

• VLAN 40 (vlan40) - for Switch4  

• VLAN 50 (vlan50) - for Switch5  

• VLAN 60 (vlan60) - for Switch6  

• VLAN 70 (vlan70) - for Switch7  

• VLAN 80 (vlan80) - for Switch8  

All VLANs have been successfully added to the VLAN database on ESW1. This configuration 

enables proper VLAN segmentation across the network, with each of the 8 connected switches 

assigned to its own dedicated VLAN. The VLANs are then trunked to the router via port Fa0/8 

for inter-VLAN routing.  

• ESW1 Access Port Configuration for VLAN Assignment  



  
The main switch (ESW1) has been configured with 8 FastEthernet access ports (Fa0/0 through 

Fa0/7), each assigned to a specific VLAN. Each port is set to access mode and has been brought 

up (no shutdown). The configuration includes:  



• Port Fa0/0: Access mode, assigned to VLAN 10  

• Port Fa0/1: Access mode, assigned to VLAN 20  

• Port Fa0/2: Access mode, assigned to VLAN 30  

• Port Fa0/3: Access mode, assigned to VLAN 40  

• Port Fa0/4: Access mode, assigned to VLAN 50  

• Port Fa0/5: Access mode, assigned to VLAN 60  

• Port Fa0/6: Access mode, assigned to VLAN 70  

• Port Fa0/7: Access mode, assigned to VLAN 80  

All ports have been enabled and are operational, as confirmed by the LINEPROTO-5-UPDOWN 

system messages indicating each interface has come up.   

• ESW1 Trunk Port Configuration  

  

The main switch (ESW1) has been configured with a trunk port (FastEthernet 0/8) to connect to 

the router. This port is configured to carry VLAN traffic using 802.1Q (dot1q) encapsulation, 

allowing multiple VLANs to pass through a single physical link. The configuration includes:  

• Port Fa0/8: Trunk mode enabled with dot1q encapsulation  

• Encapsulation: 802.1Q (dot1q) - standard VLAN tagging protocol  

• Status: Interface is up and operational (LINEPROTO-5-TRUNKPORTON message 

confirms successful trunk activation)  

• No Shutdown: Interface has been enabled  

The trunk port successfully transitions to an active trunk state, as confirmed by the system 

message "Port Fa0/8 has become dot1q trunk." This trunk link carries all 8 VLANs (10, 20, 30, 

40, 50, 60, 70, 80) from ESW1 to the router's Gi0/0 interface, enabling the router to perform 

inter-VLAN routing. The configuration has been saved to memory, ensuring persistence after 

device restart.  

Router Subinterface Configuration for VLAN Routing  



  

The router has been configured with 8 subinterfaces on its Gi0/0 port, one for each VLAN. Each 

subinterface uses 802.1Q (dot1q) encapsulation and has been assigned a gateway IP address for 

its respective VLAN:  

• Gi0/0.10: VLAN 10 gateway - 192.168.10.1/24  

• Gi0/0.20: VLAN 20 gateway - 192.168.20.1/24  



• Gi0/0.30: VLAN 30 gateway - 192.168.30.1/24  

• Gi0/0.40: VLAN 40 gateway - 192.168.40.1/24  

• Gi0/0.50: VLAN 50 gateway - 192.168.50.1/24  

• Gi0/0.60: VLAN 60 gateway - 192.168.60.1/24  

• Gi0/0.70: VLAN 70 gateway - 192.168.70.1/24  

• Gi0/0.80: VLAN 80 gateway - 192.168.80.1/24  

All subinterfaces are enabled (no shutdown) and IP routing is activated. This router-on-a-stick 

configuration enables inter-VLAN routing, allowing devices in different VLANs to 

communicate through the router via the single trunk link to ESW1.  

Configuration Check 

 Switch check:  

  

• Router check:  

  

Ping Testing  



 

     

     

   

Pre-Requisites  

Gns3 VM installation:  

https://sourceforge.net/projects/gns- 

3/files/Releases/v2.2.15/GNS3.VM.VMware.Workstation.2.2.15.zip/download Download 

this GNS3 virtual machine.  

https://sourceforge.net/projects/gns-3/files/Releases/v2.2.15/GNS3.VM.VMware.Workstation.2.2.15.zip/download
https://sourceforge.net/projects/gns-3/files/Releases/v2.2.15/GNS3.VM.VMware.Workstation.2.2.15.zip/download
https://sourceforge.net/projects/gns-3/files/Releases/v2.2.15/GNS3.VM.VMware.Workstation.2.2.15.zip/download
https://sourceforge.net/projects/gns-3/files/Releases/v2.2.15/GNS3.VM.VMware.Workstation.2.2.15.zip/download


  

  



  

  

After naming the VM, import it and 

power on it.  



• Gns3 Sofware installation:  

https://www.gns3.com/software/download  

  

Download and install, gns3 software.  

  

• Connecting GNS3 and VM:  

  

https://www.gns3.com/software/download
https://www.gns3.com/software/download


  

  



  

  



  

  

Configuration GNS3:  

  



   

   

     

   

• Router And Switch Images:  

  

• Router installation   



  

  



  

  



  

  



  

  

   

• Switch installation  



  

  



  

  



  

  



  

  



  

  



  

  


