Phishing Email Investigation Report
SOC L1 Analyst Practice Exercise

1. Incident Summary

Report Date 14 July 2026

Analyst Name Rabya Hassan (SOC L1 Trainee)

Reported By / Source Inbox review / proactive check

Email Subject "Validate your Al investment strategy at AWS re:Invent"

Sender Display Name Amazon Web Services

Sender Address aws-marketing-email-replies@amazon.com
Recipient hassanrabya90@gmail.com

Date/Time Received Tue, 14 Jul 2026 00:56:26 +0000

Classification TRUE NEGATIVE — Legitimate Marketing Email
Severity None — no action required

2. Email as Received

The email presents itself as an AWS re:Invent marketing/promotional message. Sender name and
unsubscribe link are visible in the client view, which is typical of a legitimate bulk marketing send.

Validate your Al investment strategy at AWS re:Invent inbox x a8 O
5 Amazon Web Services & -<aws-marketing-email-replies@amazon.com Unsubscribe 5:56AM (16 hoursago) Yy

tome =

AWS

re:INvent

NOV 30-DEC 4 | LAS VEGAS

Al pilots are everywhere.

| & Reply ) ~ Forward

Fig 1 — Email as displayed in Gmail inbox




3. Raw Email Headers

Headers were extracted and parsed using MXToolbox's Email Header Analyzer.

Headers Found

Header Name Header Value

Delivered-To hassanrabya90@gmail com

X-Received by 2002:ad4:5dcf:0:b0:8f3:5692:d3a1 with SMTP id 6a1803df08f44-9074c8767e1mr4397996d6.51.1783990586981; Mon, 13 Jul 2026 17:56:26 -0700 (PDT)

ARC-Seal i=1; a=rsa-sha256; t=1783990586; cv=none; d=google.com; s=arc-20260327; b=naY 110tTDfEeHrsJgbaak0CpdBjJNpNghuwaHGQb4Pv2w/VdI4SOVzoUytUUk2hAo wKrPBGPNhvaIKpdew-+pdvNhhJusrwBrkzPLZHBEYQMS

ZiU1HoXgOYB1tJR5K+cdxP X8 VpoB6aKor2jUX7Cs/Lhlzd6pRm8ofUKtkgmLkk4/YVISNUq37Y 9Y mdFFCF5vKHUQ85hr po3y Tigvv57ykHeHxBOWIWUOdBs55W 1xIFTEGcL EQzwj+UpP+uCBpSsfFWOzg/Msve2J cJdA1pPPh
XNZTRcwH5e9UM|DIFSWq5B99UIMCSraFRRrhT7 EEhNgoxoM7TE03/5fiByX cbUA==

ARC-Message- i=1; a=rsa-sha256; c=relaxed/relaxed; d=google com; s=arc-20260327; h=feedback-id list-unsubscribe list-unsubscribe-post mime-version ‘subject message-id-to-reply-to: from-date dkim-signature :dkim-signature; bh=K6sWV

Signature NymZCD71J1r+z7B68nsZXAGIBKGZ7YmF/I6DIw=; Th=8yEO+kDaxY+V4uBBP9ZhNQIsZIqLIYEDZQoFX17ifMQ=; b=GjxHuB8aw4pHEL5UBgc9JJcEN3gHH2LpnzWu3S55K6SP2Ajho2UFIsrsJTTUXgLXbuM a4SR+v3qJiuT2n6Y
m/loUsgm8SImhXBOJgmEF44m//s19U0AQVY7uwbc TVixr3oaTCSq evatAGx/TCaxh30VbFvDDdBpzx/Df+1k0xG8gbltUABowcMuGD+TZrCbgDwfF8gbieq 6mTI9puiW 139QraXCSPWF8fgRz0Hc3YHO 1Ip0aszpnnBLBCIUGAD
N1+Q740j15GyLq0A 26BgRHGCXEgNfRbgXZhXYPJSj3JHVDHSelQacfF 1YeMEbKqqgHJBHUUWQdnLkB/nVmT tKvg==; dara=google.com

ARC-Authentication- i=1; mx.google.com; dkim=pass header.i=@amazon.com header.s=caxb2jsezaocoh2mhsméhpe5cix6kfyez header.b=hgQM3ZeS; dkim=pass header.i=@amazonses.com header.s=224i4yxa5dv7c2xz3womw6peuasteonc hea

Results derb=Dnbz8mf8; spf=pass (google.com: domain of 0100019f5e200c13-a8fedf13-bb6e-4566-badd-863a1dc56c07-000000@amazonses.com designates 54.240.48.139 as permitted sender) smtp.mailfrom=0100019f5e200c1
3-agfedf13-bbbe-4566-bagd-863a1dc56c07-000000@amazonses.com; dmarc=pass (p=QUARANTINE sp=QUARANTINE dis=NONE) header.from=amazon.com

Return-Path <0100019f5e200c13-a8fedf13-bbbe-4566-ba8d-863a1dc56c07-000000@amazonses. com=

Received-SPF pass (google.com: domain ofOlOOOI9f59200c1Srasfedﬂ3711[]69745667[:38d7863aldc56c07700OOOO@amazonses com designates 54.240.48.139 as permitted sender) client-ip=54.240.48.139;

Authentication-Results  mx.google. coml dklm:gass header. \:@amazon com header.s=caxb?] sezaothmhsmﬁhgesaxskyez headerh:thMBZeS dk\m:gass header. |:g amazonses.com neade’s:224\4yxa5dv7c2x23womw6:)euasleono headerb

=Dnbz8mf8; spf=pass (google.com: domain of 0100019f5e200c13-a8fedf13-bb6e-4566-badd-863a1dc56c07-000000@amazonses.com designates 54.240.48.139 as permitted sender) smtp.mailfrom=0100019f5e200c13-a8f
edf13-bb6e-4566-ba8d-863a1dc56c07-000000@amazenses.com; dmarc=pass (p=QUARANTINE sp=QUARANTINE dis=NONE) header.from=amazon.com

DKIM-Signature v=1; a=rsa-sha256; q=dns/ixt, c=relaxed/simple; s=caxb2jsezaooh2mhsm6hpe5cix6kfyez; d=amazon com; t=1783990586; h=Date:From Reply-To:To:Message-|D:Subject MIME-Version:Content-Type: List-Unsubscribe-Post Li
st-Unsubscribe; bh=pPMAU85auMyFHS8JVUyYVQ31xct9okpm7BjbLdDmgnE=; b=hgQM3ZeSoQPIAFR/FSPWWT-+0J10wlIkzFG6Zc/gIRoTXnk8vhXbHEbRyukRhNNTE f3IgpIK5QOEHFsuSpPGEXPz7+W819QpDivjjSaVPH
CmebxmNJuW+SzGfHE5VSY KEic JA/IQSrGRY 10Go6kv8rDZSnyrkje+ssnbeesUiMew=

X-KumoRef eyJfQF8i0iJcXF8vliwicmVjaXBpZW50ljoiaGFzc2F ucmFieWE5SMEBnbWFpbC5jb20ifQ==
Date Tue, 14 Jul 2026 00:56:26 +0000

From Amazon Web Services <aws-marketing-email-replies@amazon com>

Reply-To aws-marketing-email-replies@amazon.com

To hassanrabva30@amail com

Fig 2 — Header analysis, part 1 (MXToolbox)

CmcbxmNJuW+SzGfHB5V5YKEIic JAIQSIGRY 10GobBkv8rDZSnyrkje+ssnbcesUiMcw=

X-KumoRef eyJIQF8I0IJcXF8vliwicmVjaXBpZW50ljoiaGFzc2FucmFieWESMEBNbWFpbC5jb20ifQ==

Date Tue, 14 Jul 2026 00:56:26 +0000

From Amazon Web Services <aws-marketing-email-replies@amazon.com=

Reply-To aws-marketing-email-replies@amazon.com

To hassanrabyad0@gmail.com

Message-ID <010001975¢200c13-a8fedf13-bb6e-4566-bagd-863a1dc56c07-000000 @email amazonses.com=
Subject Validate your Al investment strategy at AWS re:Invent

MIME-Version 10

Content-Type multipart/alternative; boundary=" =_Part_715883_1339170126.1783990555225"

X-Binding bg-sjr-03

List-Unsubscribe-Post  List-Unsubscribe=One-Click

List-Unsubscribe <https:/femail.awscloud.com/u/MTEyLVRaTS03NjYAAAGI_RhCPbJ0Znm5R2GzuGcPX3g6ei3lskkxbDdlhl_BTc3S6;7tLIfljZGxmAn8rpBNSH09Pg="emailAddress=MTEyLVRaT SO3NjYAAAGi_RhCPAtK3rR2VoaXNcSPzxZY]
DAyvkGOU_htL3H3xZ4SE0JHGNmMVERIofl30KIBW2uh0UBGOqg>, <mailto:NNSECN30GE4UQNKZPBWS2ZMJSHFJHCETDNBNHIZLIINKUMQS2MJZWYZZQIVYXU2KUGY3GGPI=11942198.1126346 9@unsub-sj mktom
ail.com=

X-MarketolD 112-TZM-766:0:804495:5140387:25693503:1126346:9:11942198:1288568452

X-PVIQ mkto-112TZM766-000001-000011-942198

X-Mailfrom 112-TZM-766.0.11942198.0.0.1126346 9.1288568452@em-sj-77.mktomail.com

X-MktArchive false

X-MSYS-API {"options™{"open_tracking"false,"click_tracking" false}}

Feedback-ID :1.us-east-1.RV8Dsk7NvPH6aSFSPkfOynRPdTALmMC2IC 5pG2¢in1 0=:AmazonSES

X-SES-Outgoing 2026.07.14-54.240 48 139

Received Header

Fig 3 — Header analysis, part 2 (MXToolbox)

4. Sender Authentication Check (SPF / DKIM / DMARC)

SPF Result PASS — domain of ...@amazonses.com designates 54.240.48.139 as
permitted sender




DKIM Result PASS — two valid signatures: header.i=@amazon.com AND
header.i=@amazonses.com

DMARC Result PASS — p=QUARANTINE, header.from=amazon.com aligns

Why this matters: all three checks passing together is the strongest technical signal of legitimacy
available from headers alone. A spoofed "from amazon.com" email sent by an attacker's own
infrastructure would almost always fail SPF and/or DKIM, because the attacker doesn't control
Amazon's mail servers or Amazon's private DKIM signing key.

5. From / Reply-To / Return-Path Comparison

From Address aws-marketing-email-replies@amazon.com
Reply-To Address aws-marketing-email-replies@amazon.com
Return-Path ...@amazonses.com (Amazon Simple Email Service — Amazon's

own bulk mail infrastructure)

Do they match? 'YES — all point back to Amazon-owned/operated domains, no
third-party or lookalike domain present

A phishing attempt impersonating AWS would typically show a Return-Path or Reply-To pointing to an
unrelated free-mail address or a lookalike domain (e.g. amazOn-support.com, aws-security-alert.net) —
that mismatch is absent here.

6. Sending Infrastructure & Reputation

7. Embedded URL Analysis

The tracking/redirect link in the email body was extracted and submitted to VirusTotal rather than
clicked directly.

a09ff0e-f10ef605

https://email.awscloud.com/dc/KwqiTCOQ16Q1JCi3MdelD_2QrEHVECASCKGHRQy5b7NZaZTBQRosrm6hORfbmzifDJc7_TGY0iTAAey7fuRCQyeUCCMI2Q_kPyZ3I6IW..

DETECTION

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP! key to automate checks.

Security vendors' analysis

Abusix Acronis
ADMINUSLabs AlLabs (MONITORAPP)
AlienVault lean alphaMountain.ai
Antiy-AVL lean BitDefender

BlockList Blueliv

Certego ChongLua Dao

Fig 4 — VirusTotal URL scan result




Scanned URL https://email.awscloud.com/dc/KwqiTCOQ16Q1JCi3MdelD_...

Hosting Domain awscloud.com — an Amazon-owned/operated marketing-email
domain, not a lookalike

VirusTotal Verdict 0/ 92 security vendors flagged it — Clean

A malicious link disguised as an AWS notification would typically resolve to a domain with no
relationship to amazon.com/awscloud.com, and would often show at least a handful of detections on
VirusTotal, or be a freshly-registered domain.

8. Final Determination — Why This Is Legitimate

v/ SPF, DKIM, and DMARC all PASS and are aligned to amazon.com

v From, Reply-To, and Return-Path all resolve to Amazon-controlled infrastructure (amazon.com /
amazonses.com)

v Sending IP belongs to Amazon SES, Amazon's own bulk-mail service

v/ Embedded link domain (awscloud.com) is Amazon-owned, not a lookalike/typosquat
v VirusTotal returned 0/92 detections on the link

v Standard, correctly-implemented List-Unsubscribe headers

v/ No urgency/threat language, no credential request, no attachment

CONCLUSION: This is a legitimate AWS re:Invent marketing email sent via Amazon's own SES
infrastructure. No indicators of compromise, spoofing, or malicious content were found. No remediation
action required — this can be classified as a false positive if it was flagged by any automated rule, or
simply closed as benign if it was a proactive check.

9. For Comparison — What Would Make This a Phishing Email Instead?

Since the goal is learning to tell the two apart, here is what specific red flags in each of the same checks
above would have flipped this to a TRUE POSITIVE phishing verdict:

Authentication headers

X SPF = fail or softfail, especially while the From address still claims @amazon.com

X DKIM = fail, or a DKIM domain that doesn't match the From domain at all (e.g., signed by some
unrelated domain)

X DMARC = fail — this is the strongest single red flag, since DMARC exists specifically to catch
spoofed From addresses

Sender / Reply-To / Return-Path

X Reply-To or Return-Path pointing to a free webmail address (Gmail, Yahoo) instead of a corporate
domain

X A lookalike/typosquat domain: amaz0n.com, amazon-security.net, aws-billing-support.info, extra
hyphens or added words

X Display name says "Amazon Web Services" but the actual email address is completely unrelated




Sending infrastructure

X Sending IP has a poor reputation on AbuseIPDB, or belongs to a generic VPS/hosting provider instead
of a known corporate mail service

Links and attachments

X Embedded link resolves to a domain unrelated to the claimed sender (e.g., "AWS" email linking to
a .ru or .xyz domain)

X VirusTotal shows any nonzero detections, or the domain was registered very recently (check via
WHOIS)

X Unexpected attachment, especially macro-enabled Office files or password-protected zips

X URL uses a shortener (bit.ly, tinyurl) to hide the real destination

Content / social engineering signals

X Urgency or threats: "your account will be suspended," "act within 24 hours"
X Direct request for credentials, payment details, or MFA codes

X Generic greeting ("Dear Customer") instead of your actual name, on an email that should be
personalized

X Grammar/spelling errors inconsistent with a professional organization's usual communications

Rule of thumb for L1 triage

No single indicator alone is 100% proof either way — judge the totality. A passing SPF/DKIM/DMARC
set is strong evidence of legitimacy, but a compromised legitimate account can still pass all three while
sending a malicious link, so the URL/attachment checks in Steps 6—7 remain necessary even when
authentication passes. Conversely, a single failed check isn't automatically malicious — some legitimate
senders have misconfigured SPF — so always corroborate with at least 2—3 indicators before making a
final call.

o rabya@kali: ~
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Domain: ztbl.com.pk
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thl.Com.pk Updated 1 dayago@

Domain Information

Domain: ztbl.com.pk

Registered On: 2003-06-30

Expires On: 2035-06-30
Status: Domain is Registered
Name Servers: csnst.cyber.net.pk
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Pref Hostname

Prefd  Hostnametmva ztbl.com_pk
Pref10 Hostnametmval ztbl com pk
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Related Tests

Status NameBlIMI Record Published

IP Address

IP Address202 142 176.19
Multinet Broadband {AS9260)
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v
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v

dns lookup dns check

dmarc lockup spf lookup

ResponseDMARC Quarantine/Reject policy enabled

dns propagation

Reported by csns1.cyber.net.pk on 7/15/2026 at 12:37:43 PM (UTC -5), just for you. Transcript
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TECHNOLOGIES MORE INFO

CMS CDN
@ WordPress . (Cloudflare
U Unpkg
Analytics
Al Google Analytics GA4 @ jsDelivr
> cdnjs
Blogs
& WordPress Databases
™, Mysal
Video players
V' Vimeo Tag managers

€ Google Tag Manager

Security

P [ cCAPTCHA JavaScript libraries

& Select2

Font scripts
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Font scripts

[J Font Awesome 652

Web servers

# Apache HTTP Server

Programming languages

php  PHP

Something wrong or missing?

Javabcript ibraries
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W lit-html 332

¥ lit-element 422
& jQuery 361
@ DataTables 1.1023

A Aos

Ul frameworks

@ Bootstrap 337

Performance

W Priority Hints

See website technologies in your CRM

Add wehsite technoloav data to HubhSnot. Salesforce. or
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