
Phishing Email Investigation Report
SOC L1 Analyst Practice Exercise

1. Incident Summary

Report Date 14 July 2026

Analyst Name  Rabya Hassan (SOC L1 Trainee)

Reported By / Source Inbox review / proactive check

Email Subject "Validate your AI investment strategy at AWS re:Invent"

Sender Display Name Amazon Web Services

Sender Address aws-marketing-email-replies@amazon.com

Recipient hassanrabya90@gmail.com

Date/Time Received Tue, 14 Jul 2026 00:56:26 +0000

Classification TRUE NEGATIVE — Legitimate Marketing Email

Severity None — no action required

2. Email as Received

The email presents itself as an AWS re:Invent marketing/promotional message. Sender name and 
unsubscribe link are visible in the client view, which is typical of a legitimate bulk marketing send.

Fig 1 — Email as displayed in Gmail inbox



3. Raw Email Headers

Headers were extracted and parsed using MXToolbox's Email Header Analyzer.

Fig 2 — Header analysis, part 1 (MXToolbox)

Fig 3 — Header analysis, part 2 (MXToolbox)

4. Sender Authentication Check (SPF / DKIM / DMARC)

SPF Result PASS — domain of ...@amazonses.com designates 54.240.48.139 as 
permitted sender



DKIM Result PASS — two valid signatures: header.i=@amazon.com AND 
header.i=@amazonses.com

DMARC Result PASS — p=QUARANTINE, header.from=amazon.com aligns

Why this matters: all three checks passing together is the strongest technical signal of legitimacy 
available from headers alone. A spoofed "from amazon.com" email sent by an attacker's own 
infrastructure would almost always fail SPF and/or DKIM, because the attacker doesn't control 
Amazon's mail servers or Amazon's private DKIM signing key.

5. From / Reply-To / Return-Path Comparison

From Address aws-marketing-email-replies@amazon.com

Reply-To Address aws-marketing-email-replies@amazon.com

Return-Path ...@amazonses.com (Amazon Simple Email Service — Amazon's 
own bulk mail infrastructure)

Do they match? YES — all point back to Amazon-owned/operated domains, no 
third-party or lookalike domain present

A phishing attempt impersonating AWS would typically show a Return-Path or Reply-To pointing to an 
unrelated free-mail address or a lookalike domain (e.g. amaz0n-support.com, aws-security-alert.net) — 
that mismatch is absent here.

6. Sending Infrastructure & Reputation

7. Embedded URL Analysis

The tracking/redirect link in the email body was extracted and submitted to VirusTotal rather than 
clicked directly.

Fig 4 — VirusTotal URL scan result



Scanned URL https://email.awscloud.com/dc/KwqiTCOQ16Q1JCi3MdelD_...

Hosting Domain awscloud.com — an Amazon-owned/operated marketing-email 
domain, not a lookalike

VirusTotal Verdict 0 / 92 security vendors flagged it — Clean

A malicious link disguised as an AWS notification would typically resolve to a domain with no 
relationship to amazon.com/awscloud.com, and would often show at least a handful of detections on 
VirusTotal, or be a freshly-registered domain.

8. Final Determination — Why This Is Legitimate

 SPF, DKIM, and DMARC all PASS and are aligned to amazon.com✓
 From, Reply-To, and Return-Path all resolve to Amazon-controlled infrastructure (amazon.com / ✓

amazonses.com)

 Sending IP belongs to Amazon SES, Amazon's own bulk-mail service✓
 Embedded link domain (awscloud.com) is Amazon-owned, not a lookalike/typosquat✓
 VirusTotal returned 0/92 detections on the link✓
 Standard, correctly-implemented List-Unsubscribe headers✓  

 No urgency/threat language, no credential request, no attachment✓

CONCLUSION: This is a legitimate AWS re:Invent marketing email sent via Amazon's own SES 
infrastructure. No indicators of compromise, spoofing, or malicious content were found. No remediation 
action required — this can be classified as a false positive if it was flagged by any automated rule, or 
simply closed as benign if it was a proactive check.

9. For Comparison — What Would Make This a Phishing Email Instead?

Since the goal is learning to tell the two apart, here is what specific red flags in each of the same checks 
above would have flipped this to a TRUE POSITIVE phishing verdict:

Authentication headers

 SPF = fail or softfail, especially while the From address still claims @amazon.com✗
 DKIM = fail, or a DKIM domain that doesn't match the From domain at all (e.g., signed by some ✗

unrelated domain)

 DMARC = fail — this is the strongest single red flag, since DMARC exists specifically to catch ✗
spoofed From addresses

Sender / Reply-To / Return-Path

 Reply-To or Return-Path pointing to a free webmail address (Gmail, Yahoo) instead of a corporate ✗
domain

 A lookalike/typosquat domain: amaz0n.com, amazon-security.net, aws-billing-support.info, extra ✗
hyphens or added words

 Display name says "Amazon Web Services" but the actual email address is completely unrelated✗



Sending infrastructure

 Sending IP has a poor reputation on AbuseIPDB, or belongs to a generic VPS/hosting provider instead✗  
of a known corporate mail service

Links and attachments

 Embedded link resolves to a domain unrelated to the claimed sender (e.g., "AWS" email linking to ✗
a .ru or .xyz domain)

 VirusTotal shows any nonzero detections, or the domain was registered very recently (check via ✗
WHOIS)

 Unexpected attachment, especially macro-enabled Office files or password-protected zips✗
 URL uses a shortener (bit.ly, tinyurl) to hide the real destination✗

Content / social engineering signals

 Urgency or threats: "your account will be suspended," "act within 24 hours"✗
 Direct request for credentials, payment details, or MFA codes✗
 Generic greeting ("Dear Customer") instead of your actual name, on an email that should be ✗

personalized

 Grammar/spelling errors inconsistent with a professional organization's usual communications✗

Rule of thumb for L1 triage

No single indicator alone is 100% proof either way — judge the totality. A passing SPF/DKIM/DMARC 
set is strong evidence of legitimacy, but a compromised legitimate account can still pass all three while 
sending a malicious link, so the URL/attachment checks in Steps 6–7 remain necessary even when 
authentication passes. Conversely, a single failed check isn't automatically malicious — some legitimate 
senders have misconfigured SPF — so always corroborate with at least 2–3 indicators before making a 
final call.
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