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1. Abstract

This report presents the design, implementation, and analysis of AES-128 encryption from scratch
in C++, with a focus on memory optimization. The project implements three independent memory-
reduction techniques: on-the-fly S-box computation, on-demand key schedule generation, and an

integrated benchmarking framework with in-place state operations.

The baseline AES implementation uses 448 bytes of static memory for pre-computed lookup tables
and round keys. Through combined optimizations, this is reduced to 48 bytes — an 89.3% memory
reduction — at the cost of increased computation time. The results demonstrate a measurable
space-time trade-off: the fully optimized version encrypts 10 MB approximately 23x slower than
baseline but uses a fraction of the RAM, making it suitable for severely resource-constrained
embedded systems.

2. Introduction

2.1 What is AES?

AES (Advanced Encryption Standard) is the most widely deployed symmetric encryption algorithm
in the world. Adopted by NIST in 2001, it is used in everything from HTTPS web traffic and Wi-Fi
(WPA2) to hard-disk encryption and government communications. AES-128 processes data in 16-
byte blocks using a 128-bit key through 10 transformation rounds, each involving four mathematical
operations: SubBytes, ShiftRows, MixColumns, and AddRoundKey.

2.2 Why Memory Optimization?

Standard AES implementations pre-compute and store lookup tables and round keys in RAM to
maximize speed. While this works well on desktop computers and servers, it is a problem for
embedded systems, 10T sensors, and microcontrollers that may have only a few kilobytes of total
RAM. A standard AES implementation consuming 448 bytes of static RAM may be unacceptable on
a device with 2 KB of total memory.

This project explores three strategies for reducing AES-128 memory usage, measures the exact
cost in execution time, and presents a complexity analysis of each approach.

2.3 Project Objectives
* Implement AES-128 from scratch in C++ without using any cryptography libraries
* Apply three independent memory optimizations
* Measure and compare space complexity, time complexity, and CPU cost
+ Demonstrate the space-time trade-off with real benchmark data

3. Team Member Assignments

The project is divided into three independent but complementary modules. Each member is
responsible for one optimization. Person 3 additionally integrates all modules and runs the final
benchmarks.
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Member Optimization Memory Saved Time Penalty

Hadiya Zuberi S-box On-the-Fly 256 bytes +2100% (math vs lookup)
Computation

Zoha Aziz Key Schedule On- 144 bytes +10-15%
Demand

Rabya Hassan Integration + Minimal Measures all versions

Benchmarking

4. AES-128 Algorithm Overview

4.1 Block Structure

AES-128 operates on a 4x4 matrix of bytes called the state (16 bytes total). The 128-bit key is
expanded into 11 round keys (176 bytes). Each of the 10 main rounds applies four transformations
in sequence, with a simplified final round omitting MixColumns.

4.2 The Four Transformations

Operation What It Does Memory Role

SubBytes Replace each byte using S-box Requires 256-byte S-box table (or
lookup math)

ShiftRows Cyclically shift rows of state left In-place, no extra memory

MixColumns Mix bytes in each column via In-place, uses GF multiplication
GF(2"8)

AddRoundKey XOR state with the current round Requires access to round keys
key

4.3 Key Expansion

AES-128 derives 11 round keys (176 bytes) from the original 16-byte master key using the key
schedule algorithm. Each round key is derived from the previous using RotWord (byte rotation),
SubWord (S-box application), and XOR with a round constant (RCON). This is where Person 2's
optimization applies.

5. Baseline AES-128 Implementation

5.1 File: aes_baseline.h

The baseline implementation pre-computes and stores all lookup data at program startup. This is
the standard approach used in most desktop/server environments where RAM is plentiful.
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5.2 Memory Layout (Baseline)

Component Variable Size Purpose

S-box lookup table S BOX[256] 256 bytes SubBytes substitution
Round keys array roundKeys[176] 176 bytes All 11 keys pre-stored
State buffer state[16] 16 bytes Encryption working buffer
TOTAL 448 bytes

5.3 Key Code: SubBytes (Baseline)

void subBytes(uint8_t state[16]) {
for (inti=0; i< 16; ++i)
state[i] = S_BOX[state[i]];

5.4 Verifying In-Place Operations

A critical correctness check confirms that ShiftRows, MixColumns, and AddRoundKey all operate
directly on the state array without creating temporary copies.

Operation Implementation Strategy Extra Memory
ShiftRows Swap individual bytes using one temp variable 1 byte only
MixColumns Save 4 bytes, compute new values in-place 4 bytes only
AddRoundKey XOR each byte directly into state[] 0 bytes

6. Optimization 1: S-box On-the-Fly Computation

6.1 The Problem with the Baseline S-box

The standard AES S-box is a 256-byte lookup table. It maps every possible input byte (0x00 to
O0xFF) to a pre-computed output value. While extremely fast (a single array access), it permanently
occupies 256 bytes of RAM regardless of how many bytes are actually being encrypted.

6.2 The Optimization Approach

Person 1 replaces the lookup table with a mathematical computation. Each S-box value is derived
by two steps: first computing the multiplicative inverse of the input byte in Galois Field GF(28),
then applying an affine transformation (bit rotation and XOR with constant 0x63). The result is
identical to the lookup table value, but requires zero stored bytes.

6.3 GF(278) Mathematics

Galois Field GF(2"8) is finite field arithmetic over 8-bit polynomials. All operations use the AES
irreducible polynomial: x*8 + x4 + x"3 + x + 1 (hex 0x11B). Addition in this field is simple XOR.

6|Page




Multiplication requires polynomial multiplication followed by reduction modulo the irreducible
polynomial. The multiplicative inverse is computed using repeated squaring (a*254 = a’(-1) in

GF(278)).

6.4 Key Code: S-box Computation

uint8_t gf256_inverse(uint8_t a) {
if (a==0) return 0;
uint8_tresult =1, base = a;
int exp = 254;
while (exp > 0) {
if (exp & 1)
result = gf256_mul(result, base);
base = gf256_mul(base, base);
exp >>=1;
}

return result;

¥

uint8_t computeSbox(uint8_t byte) {
return affineTransform(gf256_inverse(byte));

¥

6.5 Memory Comparison: S-box Optimization

Metric Baseline Optimized
S-box storage 256 bytes 0 bytes
SubBytes time (1 byte) 1 array lookup ~50 operations
Correctness Verified (NIST) Verified (PASS)

Change

—-256 bytes

~50x slower

Identical
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7. Optimization 2: Key Schedule On-Demand

7.1 The Problem with Pre-Stored Round Keys

Standard AES-128 calls keyExpansion() once at startup, computing all 11 round keys and storing
them in a 176-byte array (roundKeys[176]). This array is accessed once per round during
encryption — convenient and fast, but it permanently occupies 176 bytes.

7.2 The Optimization Approach

Person 2 eliminates this 176-byte array. Only the original 16-byte master key is stored permanently.
When AddRoundKey needs round key N, the generateRoundKey(N) function replays the key
schedule from the master key up to round N, computing the needed key on-the-fly and placing it in
a 16-byte working buffer. Total permanent storage drops from 176 bytes to 32 bytes.

7.3 Key Schedule Algorithm

Each round key is derived from the previous using four steps: (1) RotWord — circular left-shift of
the last 4 bytes; (2) SubWord — apply S-box to each of those 4 bytes; (3) RCON XOR — XOR the
first byte with a round constant; (4) XOR chain — XOR with the previous round key words to
produce four new words.

7.4 Key Code: On-Demand Generation

void AES KeySchedule::generateRoundKey (int round) {
if (round == 0) {
memcpy (roundKey, masterKey, 16);
return;
}
uint8 t current[16];
memcpy (current, masterKey, 16);
for (int r = 1; r <= round; ++r) {
uint8 t temp[4] = { current([12], current[13],
current[14], current[15] };
rotWord (temp) ;
subWord (temp) ;
temp[0] “= RCON[r];

for (int j = 0; j < 4; ++j) currentl[j] = temp[]J];

for (int j 0; j < 4; ++3) current[4 + j] "= current([j];

for (int j = 0; J < 4; ++3) current[8 + 7] ~= current[4 + jl;
for (int j = 0; J < 4; ++73) current[12 + j] "= current[8 + J];

}

memcpy (roundKey, current, 16);
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7.5 Memory Comparison: Key Schedule Optimization

Metric Baseline Optimized Change
Round keys storage 176 bytes 32 bytes —-144 bytes
Key access time 1 array read ~20 ops perround  +10-15%
Correctness Verified (NIST) PASS Identical

8. Benchmarking & Integration

8.1 Role Overview

Person 3 is responsible for four tasks: verifying in-place operations in the baseline, building the
benchmarking infrastructure, integrating all three optimizations into a single fully-optimized AES
class, and running experiments across all versions to produce the comparison data.

8.2 File List (Person 3 Deliverables)

File Type Purpose

aes_baseline.h Header Complete baseline AES-128 class with precomputed
tables

keyschedule_optimized.h Header Person 2 class declaration (on-demand key generation)

keyschedule_optimized.cpp  Source Person 2 implementation (S-box table + key schedule
logic)

aes_full_optimized.h Header Integration of Person 1 (math S-box) + Person 2 (on-
demand keys)

benchmark.h Header BenchmarkResult struct and time measurement
template

benchmark.cpp Main Full benchmark runner: correctness + timing + CSV
output

results.csv Data Actual measured benchmark results for all versions

8.3 Time Measurement Method

All timing uses C++ std::chrono::high_resolution_clock, which provides nanosecond-resolution
timing on modern systems. Each test encrypts a fixed number of 16-byte blocks and records the
total elapsed wall-clock time. Tests are run for three data sizes: 1 KB (64 blocks), 1 MB (65,536
blocks), and 10 MB (655,360 blocks).

template<typename AES_Class>

double measureTime(AES_Class& aes, uint8_t* data, size_t num_blocks) {
auto start = std::chrono::high_resolution_clock::now();
uint8_t output[16];
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for (size_t 1 =0; i < num_blocks; ++i) {
aes.encrypt(data + i * 16, output);
}
auto end = std::chrono::high_resolution_clock::now();
return std::chrono::duration<double>(end - start).count();

8.4 Memory Measurement Method

Memory is calculated manually by summing the sizes of all static arrays and permanent member
variables in each AES class. This is the most accurate method for measuring algorithmic memory
— runtime tools like /proc/self/status include OS overhead and are less precise for small
differences.

9. Benchmark Results

9.1 Correctness Verification

Before benchmarking, all versions were verified against the NIST AES-128 test vector. The test
uses input key 000102030405060708090a0b0c0d0e0f and plaintext
00112233445566778899aabbccddeeff.

Test Result

Expected ciphertext (NIST) 69c4e0d8 6a7b0430 d8cdb780 70b4c55a
Baseline output 69c4e0d8 6a7b0430 d8cdb780 70b4c55a
Full Optimized output 69c4e0d8 6a7b0430 d8cdb780 70b4c55a
KeySchedule round keys PASS — matches baseline round keys exactly

9.2 Memory Usage Results

Version S-Box Round Keys State TOTAL
Baseline 256 bytes 176 bytes 16 bytes 448 bytes
KeySched Opt only 256 bytes 32 bytes 16 bytes 304 bytes
Full Optimized 0 bytes 32 bytes 16 bytes 48 bytes
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9.3 Timing Results (Actual Measured Data)

Version Memory Time 1 KB Time 1 MB Time 10 MB
Baseline 448 bytes 0.00018 s 0.198 s 1.84s
KeySched Opt 304 bytes 0.00018 s 0.223s ~19s
Full Optimized 48 bytes 0.00422 s 4.27s 426 s

Key observation: The key schedule optimization (Person 2) adds only ~12% time overhead while
saving 144 bytes of RAM. The S-box mathematical computation is the dominant cost —
approximately 21x slower for full encryption — because it replaces a single array lookup with ~50
GF(2"8) field operations per byte, called 160 times per block (16 bytes x 10 rounds).

10. Complexity Analysis
10.1 Space Complexity

Component Baseline S-box Opt Key Opt Full Opt
S-box table 256 B 0B 256 B 0B
Round keys 176 B 176 B 32B 32B
State buffer 16 B 16 B 16 B 16 B
TOTAL 448 B 192 B 304 B 48 B
Reduction — 57.1% 32.1% 89.3%

Space complexity class: O(1) for all versions — the memory usage is constant and does not grow
with input size. However, the constant factor differs by 9.3x between baseline (448 bytes) and fully
optimized (48 bytes).

10.2 Time Complexity

All versions encrypt data in O(n) time where n is the number of 16-byte blocks. AES applies a fixed
number of operations per block (10 rounds x 4 transformations), so doubling the input size doubles
the encryption time. The complexity class is the same; only the constant multiplier changes.

Version Big-O Class Ops per Block Notes

Baseline o(n) ~160 lookups Fast constant factor
KeySched Opt O(n) ~160 lookups + key gen +12% overhead

Full Optimized o(n) ~8000 GF operations ~21x slower constant

10.3 Cost Complexity (CPU Operations)
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SubBytes is called 160 times per block (16 bytes x 10 rounds). In the baseline, each call costs 1
array access. In the fully optimized version, each call costs approximately 50 GF(2”8) operations
(repeated squaring for the multiplicative inverse plus the affine transformation). This explains the
~21x slowdown for full encryption measured in benchmarks.

The key schedule optimization's cost is more modest: generateRoundKey(r) loops r times through
the key schedule, averaging 5.5 iterations per call. Each iteration costs approximately 20
operations. This adds ~110 operations per round over 11 rounds = ~1,210 extra operations per
block, compared to a baseline of roughly 10,000+ total operations — hence the small ~12%
overhead.

11. Discussion

11.1 The Space-Time Trade-Off

This project demonstrates the fundamental engineering trade-off between memory and
computation. The fully optimized version uses 89.3% less static RAM than the baseline — dropping
from 448 bytes to 48 bytes. The cost is approximately 21x longer encryption time. Whether this
trade-off is acceptable depends entirely on the target platform.

11.2 When to Use Each Version

Version Best For Reason
Baseline Desktops, servers, mobile RAM is cheap; speed is priority
KeySched Opt only Embedded systems, loT Good balance: 32% RAM savings, only
12% slower
Full Optimized Microcontrollers under 1 KB Extreme memory constraints; speed is
RAM secondary

11.3 Observations & Lessons
* The S-box optimization has a far larger time cost than the key schedule optimization, yet
both save similar amounts of memory (256 vs 144 bytes).

* Galois Field arithmetic is computationally expensive — roughly 50x more costly than a
simple array lookup for the S-box case.

* In-place state operations (ShiftRows, MixColumns) cost no extra memory and should always
be used.

* The key schedule on-demand approach is the better trade-off: large memory savings for
small time penalty.

12. How to Compile and Run

12.1 Where to Run This Code

Option Platform Instructions
Recommended Replit.com (free) Create C++ repl, upload all files, click Run
Recommended OnlineGDB.com (free) Select C++17, upload/paste files, press Run
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Local (Windows)  MIinGW / Dev-C++ Install MinGW, compile with command below
Local g++ (built-in) Open terminal, compile with command below
(Linux/Mac)

12.2 Compile Command
# Step 1: Put all files in one folder
# Step 2: Open terminal / command prompt in that folder
# Step 3: Compile:
g++ -02 -0 benchmark benchmark.cpp keyschedule_optimized.cpp
# Step 4: Run:
./benchmark

12.3 Output

After compilation, the program outputs a benchmark table showing memory usage and timing for all
three versions, correctness check results against the NIST test vector, and saves the data to
results.csv.

=== TASK 1: Verifying In-Place Operations ===

Result: ALL operations confirmed IN-PLACE

=== CORRECTNESS CHECK ===

Baseline output: 69c4eBd86a7b8430d8cdb780760b4c55a
Full Opt output: 69c4e0d86a7bB430d8cdb78070b4c55a
KeySchedule round keys match: PASS

Full optimized output match: PASS

=== BENCHMARKS ===

Version Memory Time 1KB Time 1MB Time 1G6MB
Baseline 448 0.00018 0.198 1.84
KeySched Opt 304 0.06018 0.223 S L

Full Optimized 48 0.00422 4.271 42.63

Memory reduction: 400 bytes (89.3%)
Results saved to results.csv

13. Conclusion

This project successfully implemented AES-128 from scratch in C++ and demonstrated three
independent memory optimization techniques. The key findings are:

* The baseline AES-128 uses 448 bytes of static memory. The fully optimized version reduces
this to 48 bytes — an 89.3% reduction.

* Memory and speed are inversely linked: achieving maximum memory savings costs
approximately 21x in execution speed.
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* The key schedule optimization offers the best trade-off: 32% memaory reduction at only 12%
time cost.

+ All optimizations produce cryptographically identical output, verified against the NIST AES-
128 test vector.

* In-place state operations add no memory overhead and should always be preferred.

The practical conclusion is that for most modern systems, the baseline version is preferred due to
its speed. For severely resource-constrained systems — such as 8-bit microcontrollers with 1-2 KB
of total RAM — the fully optimized version makes AES encryption feasible where it would otherwise
be impossible.
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